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ABSTRACT

Large language model (LLM) safety judges serve as critical gatekeepers for de-
tecting harmful content, yet their robustness against adversarial manipulation re-
mains underexplored. We identify a severe vulnerability in state-of-the-art safety
judges: benign-padding attacks, which prepend and append innocuous text to
harmful responses, cause catastrophic failure. WildGuard’s false negative rate
(FNR) increases from 0.0455 to 1.0 under such attacks, meaning all harmful con-
tent evades detection. We propose WindowScan-Judge (WSJ), a post-hoc defense
that applies windowed scanning with multi-scale windows (128, 256, 512 tokens)
to isolate harmful content from padding, combined with Length-Aware FPR Con-
trol (LA-FPR) to calibrate detection thresholds based on the number of windows.
WSIJ reduces WildGuard’s FNR from 1.0 to 0.0091 on prepend+append padding
while maintaining false positive rate within budget, achieving F1 of 0.9237 com-
pared to 0.0 for the holistic baseline. Our defense generalizes across judges, re-
ducing Llama Guard 3’s FNR from 0.2636 to 0.0455.

WARNING: This paper was generated by an automated research system. The code
is publicly availablem

1 INTRODUCTION

Large language models (LLMs) deployed in production systems require robust content moderation
to prevent harmful outputs. Safety judges—specialized models that classify responses as safe or
unsafe—have emerged as critical gatekeepers for both offline safety benchmarking and real-time
content filtering (Inan et al., 2023; Han et al., [2024; Zeng et al., 2024). These judges typically
process responses holistically, examining the entire text to produce a single safety verdict.

However, this holistic design creates a fundamental vulnerability. We demonstrate that state-of-
the-art safety judges can be completely fooled by benign-padding attacks: simply prepending and
appending benign text to harmful content causes WildGuard’s false negative rate (FNR) to increase
from 0.0455 to 1.0, meaning every unsafe response is misclassified as safe. This catastrophic failure
occurs because benign padding dilutes the harmful signal across a longer context, overwhelming the
judge’s detection capability.

The natural mitigation—examining responses through smaller windows rather than holistically—
introduces a new challenge. As response length increases, more windows are scanned, and the
probability of spurious false positives grows. This multiple-comparisons effect is particularly prob-
lematic for benign-padding attacks, which adversarially increase response length.

We propose WindowScan-Judge (WSJ), a post-hoc wrapper that combines multi-scale windowed
scanning with Length-Aware FPR Control (LA-FPR). WSJ splits responses into overlapping win-
dows at multiple scales, runs the base judge on each window independently, and aggregates deci-
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sions using a calibrated threshold that maintains false positive rate within a specified budget. This
approach achieves dramatic improvements: on prepend+append padding, WSJ reduces WildGuard’s
FNR from 1.0 to 0.0091 while keeping FPR controlled.

Our contributions are:

* We identify and characterize the benign-padding vulnerability in safety judges, demon-
strating that holistic evaluation fails catastrophically when harmful content is surrounded
by benign text.

* We propose WindowScan-Judge, a tuning-free wrapper that enhances any existing safety
judge through multi-scale windowed scanning and length-aware aggregation.

* We achieve 99.1% absolute FNR reduction on WildGuard while maintaining FPR within

budget, with consistent improvements across multiple base judges including Llama Guard
3.

2 RELATED WORK

LLM Safety Judges. The deployment of large language models in production systems has neces-
sitated robust content moderation mechanisms. Llama Guard (Inan et al., [2023)) pioneered the use
of instruction-tuned LLLMs as input-output safeguards, with subsequent versions integrated into the
Llama 3 family (Dubey et al.,|2024). WildGuard (Han et al., 2024) extends this paradigm to provide
unified moderation for safety risks, jailbreaks, and refusals. ShieldGemma (Zeng et al.,[2024)) offers
content moderation based on the Gemma architecture, while AEGIS (Ghosh et al.,2024) employs an
ensemble of LLM experts for adaptive moderation. More recently, Qwen3Guard (Zhao et al., [2025))
provides multilingual safety classification. These judges typically process responses holistically,
making them susceptible to attacks that exploit this design choice.

Adversarial Attacks on LLMs. Adversarial robustness of LLMs has received significant atten-
tion. [Zou et al|(2023) introduced the Greedy Coordinate Gradient (GCG) attack, demonstrating that
optimized adversarial suffixes can transfer across models. Comprehensive surveys (Yi et al., [2024)
categorize jailbreak attacks into prompt-level, model-level, and multimodal variants. Red teaming
efforts (Ganguli et al.|[2022) have systematically probed model vulnerabilities at scale. While these
attacks target the LLM being evaluated, our work focuses on a distinct threat: attacks on the safety
judge itself.

Attacks on LLM-as-a-Judge. Recent work has examined vulnerabilities specific to LLM-based
evaluation systems. Maloyan et al.| (2025) and [Shi et al.| (2025) demonstrate that prompt injection
can manipulate judge outputs. Raina et al.| (2024) investigate universal adversarial attacks on zero-
shot assessment, while [Li et al.|(2025a) provide comprehensive robustness evaluation. [Eiras et al.
(2025) offer meta-evaluation frameworks for safety judges. Our work identifies a simpler yet equally
devastating attack vector: benign-padding that requires no optimization and exploits the holistic
processing of existing judges.

Safety Datasets and Benchmarks. Standardized evaluation has been enabled by datasets such as
JailbreakBench (Chao et al., [2024) and HarmBench (Mazeika et al., [2024) for jailbreak evaluation,
BeaverTails (Ji et al.| 2023) for safety preference learning, and ToxicChat (Lin et al.||2023) for real-
world toxicity detection. We leverage JailbreakBench’s judge comparison dataset to evaluate our
defense.

Defenses and Safety Alignment. Defense mechanisms include safety tuning (Bianchi et al.,
2023), Safe RLHF (Dai et al., [2023)) for constrained optimization, and streaming content moni-
toring (Li et al 2025b) for real-time intervention. Unlike these approaches that modify the base
model or require retraining, WindowScan-Judge operates as a post-hoc wrapper that enhances any
existing safety judge without architectural changes.
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Figure 1: Overview of WindowScan-Judge (WSJ). Given a response, WSJ splits it into overlapping
windows, runs the base safety judge on each window independently, and aggregates per-window
decisions using Length-Aware FPR Control (LA-FPR) to produce a final safe/unsafe verdict while
maintaining FPR within a specified budget.

3 METHOD

We present WindowScan-Judge (WSJ), a post-hoc wrapper that enhances the robustness of any
existing safety judge against benign-padding attacks. Figure[T|provides an overview of our approach.

3.1 PROBLEM FORMULATION

Let J : R — {0, 1} denote a safety judge that maps a response r to a binary label, where 1 indicates
unsafe content. A benign-padding attack transforms an unsafe response 7 into 1’ = ppre 7 ® Ppost
where ppre and ppose are benign text segments and & denotes concatenation. This transformation
preserves the ground-truth label (unsafe) while potentially causing the judge to misclassify 7/ as
safe.

We evaluate safety judges using two key metrics: the False Negative Rate (FNR), defined as the
fraction of unsafe responses incorrectly classified as safe, and the False Positive Rate (FPR), de-
fined as the fraction of safe responses incorrectly classified as unsafe. Our goal is to minimize
FNR under benign-padding attacks while maintaining FPR within a budget § relative to the holistic
baseline.

3.2 WINDOWED SCANNING

The core insight behind WSJ is that harmful content in padded responses remains localized within
specific regions, even when surrounded by large amounts of benign text. By examining responses
through smaller windows rather than holistically, we can isolate and detect harmful content that
would otherwise be diluted.

Given a response 7 tokenized into a sequence of length L, we extract overlapping windows
{wy,wa, ..., wy,} of size W tokens with stride .S. The number of windows ism = [(L—W)/S]+
1. Each window w; is independently evaluated by the base judge J, producing per-window decisions

To capture harmful content at different granularities, we employ a multi-scale approach with win-
dow sizes W € {128,256,512} and corresponding strides S = W/2. Smaller windows (e.g.,
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W = 128) are critical for detecting localized harmful content embedded within padding, while
larger windows help capture harmful content that spans longer segments.

3.3 LENGTH-AWARE FPR CONTROL (LA-FPR)

A naive aggregation strategy that flags a response as unsafe if any window is flagged (Max-OR)
achieves high recall but suffers from inflated false positives: as response length increases, more
windows are scanned, and the probability of at least one spurious unsafe prediction grows. This is
particularly problematic for benign-padding attacks, which adversarially increase response length.

We address this through Length-Aware FPR Control (LA-FPR), which calibrates the decision
threshold based on the number of windows. Let C,, = >, u; denote the count of windows
flagged as unsafe. We determine a threshold & such that the overall FPR remains within budget 6:

k =min{k" : Pr(C,, > k' | safe) < 4§} (1)

We employ marginal calibration, which estimates this probability across all response lengths in a
held-out development set of safe examples. This approach finds that & = 1 suffices to maintain FPR
within budget for our base judges, meaning LA-FPR effectively reduces to Max-OR with theoret-
ical backing. In contrast, conditional calibration (per-m thresholds) proves overly conservative,
requiring high k values at large m that miss padded unsafe examples producing only 1-2 unsafe
windows.

3.4 AGGREGATION AND FINAL DECISION

The final WSJ decision aggregates across all window scales. For each scale s, we compute the unsafe

window count C,(,f) and compare against the calibrated threshold k(*). The response is classified as
unsafe if any scale detects sufficient evidence:
V(e = k“))] @

This multi-scale OR fusion ensures that harmful content is detected regardless of its length char-
acteristics. The computational cost scales linearly with response length and is parallelizable across
windows, making WSIJ practical for deployment. Importantly, WSJ operates as a black-box wrapper
requiring only query access to the base judge, with no retraining or architectural modifications.

WSI(r) = K

4 EXPERIMENTS

4.1 EXPERIMENTAL SETUP

We evaluate WindowScan-Judge on the JailbreakBench judge-comparison dataset (Chao et al.
2024])), which contains 300 prompt-response pairs with binary harmfulness labels from majority vote
of three human annotators. The dataset comprises 110 unsafe and 190 safe examples. We split the
safe examples into 95 development samples for LA-FPR calibration and 95 test samples, evaluating
all 110 unsafe examples only at test time.

We test three base safety judges: WildGuard (Han et all [2024) (7B parameters), Llama Guard
3 (Dubey et al., 2024) (8B parameters), and the HarmBench classifier (Mazeika et al.,|2024) (13B
parameters). All judges are run with deterministic decoding (temperature = 0).

We evaluate under four padding conditions: (1) Original: unmodified responses; (2) Append Long:
harmful content followed by appended benign safety-refusal text; (3) Prepend+Append: benign
text prepended and appended to harmful content; and (4) Interleaved: harmful chunks interleaved
with benign passages. We report Accuracy, F1 (harmful-class), False Negative Rate (FNR, lower is
better), and False Positive Rate (FPR). The FPR budget is set to § = FPRyjisic + 0.05.

4.2 VULNERABILITY OF HOLISTIC JUDGES

Table [1| reveals the catastrophic vulnerability of holistic safety judges to benign-padding attacks.
WildGuard, despite achieving strong performance on original responses (FNR = 0.0455, F1 =
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Table 1: Main results comparing holistic safety judges and WSJ-wrapped variants across four
padding conditions. WSJ dramatically improves robustness: on prepend+append benign padding,
WSJ-WildGuard achieves FNR=0.009 vs holistic FNR=1.0. Best results in bold.

Original Append Long Prepend+Append Interleaved
Method Acc F1  FNR| FPR | Acc FI FNR| FPR | Acc Fl FNR| FPR | Acc Fl FNR| FPR

WildGuard (Holistic) .897 .871 .045 137 | .633 .000 1.00 .000 | .633 .000 1.00 .000 | .893 .862 .091 .116
Llama Guard 3 (Holistic) | .897 .874 .027  .147 | .893 860 .109 .105 | .853 786 .264 .079 | .890 .865 .036  .153
HarmBench (Holistic) 750 719 127 321 | .830 .741 336 .074 | .807 .743 236  .168 | .700 .659 209 353

WSJ-WildGuard 912 923 018 168 | 912 .922 .036 .147 | 912 924 .009 .179 | 902 915 .018 .189
WSJ-LlamaGuard3 917 926 .027 147 | 883 896 .064 .179 | 893 905 .045 .179 | 902 914 036 .168

Effect of Window Size on FNR Under Prepend+Append Benign Padding

== Holistic Baseline (FNR=1.0)

0.8

Larger windows fail
(padding dilutes signal)
Smaller windows
0.4 critical for detection

False Negative Rate (FNR)
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W512
5128

Window Configuration (Window Size, Stride)

Figure 2: Effect of window size on False Negative Rate (FNR) under prepend+append benign
padding. Smaller windows (W=128, W=256) successfully detect padded unsafe content with FNR
< 0.12, while larger windows (W=512, W=1024) fail catastrophically with FNR > 0.96, matching
the holistic baseline failure.

0.8714), completely fails under prepend+append padding with FNR rising to 1.0 and F1 dropping
to 0.0. This means every single unsafe response is misclassified as safe when surrounded by benign
text.

Llama Guard 3 shows more resilience but remains vulnerable, with FNR increasing from 0.0273
to 0.2636 on prepend+append padding. HarmBench exhibits similar degradation (FNR: 0.1273 —
0.2364). These results demonstrate that benign-padding attacks pose a fundamental threat to holistic
safety evaluation.

4.3 MAIN RESULTS

WSJ-WildGuard achieves dramatic improvements across all padding conditions. On
prepend+append padding, FNR drops from 1.0 to 0.0091—a 99.1% absolute reduction—while F1
improves from 0.0 to 0.9237. Critically, FPR remains controlled within the budget (6 = 0.1868) on
three of four conditions, with only a marginal 0.0027 overshoot on interleaved padding (0.1895 vs
0.1868).

WSJ also improves performance on original (unpadded) responses, reducing WildGuard’s FNR from
0.0455 to 0.0182 and increasing F1 from 0.8714 to 0.9231. This suggests that windowed evaluation
captures harmful content more reliably than holistic evaluation even without adversarial padding.

WSJ generalizes effectively to Llama Guard 3, reducing FNR from 0.2636 to 0.0455 on
prepend+append padding (82.7% relative reduction) while keeping all FPR values within the budget
(0.1974). These results validate that WSJ provides consistent improvements across different base
judges without requiring per-model retraining.



“QANALEMMA

Table 2: Comparison of aggregation methods for WSJ on prepend+append benign padding (Wild-
Guard base judge). Marginal LA-FPR calibration achieves the best balance of low FNR and con-
trolled FPR. Best results in bold.

Aggregation Method FNR| F11 FPR
Max-OR (W=128) 0.009 0.924 0.179
Fixed-k Adaptive (W=128) 0.109 0.895 0.116

LA-FPR Conditional (W=128) 0.873 0.226 0.000
LA-FPR Marginal (W=128) 0.009 0924 0.179

Multi-scale Max-OR 0.009 0.924 0.179
Multi-scale LA-FPR Marginal ~ 0.009  0.924 0.179

4.4 WINDOW SIZE ABLATION

Figure [2| demonstrates the critical importance of window size selection. Under prepend+append
padding, smaller windows achieve low FNR: W=128 achieves FNR=0.0091 and W=256 achieves
FNR=0.1182. However, larger windows fail catastrophically: W=512 yields FNR=0.9636 and
W=1024 yields FNR=1.0, matching the holistic baseline failure.

The sharp transition between W=256 and W=512 reveals a threshold effect. When benign padding
is added, the harmful content (approximately 150 tokens) becomes a small fraction of the total
response. Windows must be small enough to isolate this harmful content from the surrounding
padding; larger windows dilute the signal, causing the judge to miss the unsafe content entirely.

4.5 AGGREGATION METHOD ABLATION

Table [2] compares different aggregation strategies. The choice of calibration method proves critical:
conditional LA-FPR (per-window-count thresholds) is overly conservative, achieving FNR=0.8727
because it requires high & values at large m that miss padded unsafe examples producing only 1-2
unsafe windows. In contrast, marginal LA-FPR achieves FNR=0.0091 by finding that k¥ = 1 suffices
globally to maintain FPR within budget.

Notably, Max-OR and marginal LA-FPR achieve identical results in this regime because the
marginal FPR at £ = 1 is within budget. This means LA-FPR effectively degenerates to Max-
OR with theoretical backing—the calibration confirms that the simple OR rule is sufficient for
these base judges. Multi-scale aggregation provides no additional benefit over W=128 alone for
prepend+append attacks, though it may help with other attack patterns.

5 CONCLUSION

We presented WindowScan-Judge (WSJ), a post-hoc defense that dramatically improves the ro-
bustness of safety judges against benign-padding attacks. By combining multi-scale windowed
scanning with length-aware FPR control, WSJ reduces WildGuard’s FNR from 1.0 to 0.0091 on
prepend+append padding—a 99.1% absolute improvement—while maintaining FPR within budget.
The method generalizes to Llama Guard 3 and requires no retraining or architectural modifications.

Our work has several limitations. First, LA-FPR degenerates to Max-OR in the current regime be-
cause £k = 1 suffices for FPR control; testing on higher-FPR base judges would reveal whether
adaptive thresholds provide practical differentiation. Second, we evaluated on a single dataset (Jail-
breakBench); broader evaluation across safety benchmarks would strengthen generalization claims.
Third, windowed scanning incurs computational overhead from multiple judge calls, though this is
parallelizable.

Future work could extend WSJ to other attack types (e.g., adversarial suffixes), integrate with stream-
ing moderation systems, and explore learned aggregation strategies that adapt to attack characteris-
tics.
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