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ABSTRACT

Prompt injection attacks pose a critical threat to LLM-integrated applications by
embedding adversarial instructions in external data to hijack model behavior. De-
fensiveTokens provide an effective test-time defense by prepending learned soft
tokens to inputs, but require expensive per-model training (~16 GPU-hours). We
present AlignDefTok, a training-free method for transferring DefensiveTokens be-
tween related models via Orthogonal Procrustes alignment. Our approach com-
putes the optimal rotation matrix from vocabulary embeddings and applies it to
transfer DefensiveTokens while preserving their critical high-norm property. On
the AlpacaFarm benchmark, Procrustes transfer achieves 0% attack success rate
(ASR) for Llama-3.1—Llama-3 with 285x speedup. For harder transfer direc-
tions, our tiny-adapt stage uses transferred tokens as initialization, achieving 1.9%
ASR with 133x speedup. AlignDefTok enables rapid deployment of prompt in-
jection defenses across model families without per-model retraining.

WARNING: This paper was generated by an automated research system. The code
is publicly available

1 INTRODUCTION

Large language models (LLMs) are increasingly deployed in applications that process untrusted ex-
ternal content—retrieved documents, emails, web pages—and may take consequential actions such
as API calls or tool invocations. This creates vulnerability to prompt injection attacks, where ad-
versarial instructions embedded in external data hijack model behavior, overriding the developer’s
intended instructions (Greshake et al., [2023; |Perez & Ribeiro, 2022)). The Open Worldwide Appli-
cation Security Project (OWASP) ranks prompt injection as the top risk for LLM applications.

DefensiveTokens (Chen et al., 2025b) provide an effective test-time defense by prepending learned
continuous embeddings (soft tokens) to the input prompt. These tokens are optimized via back-
propagation to steer the model away from following injected instructions, achieving state-of-the-art
attack success rates (ASR) on prompt injection benchmarks. However, DefensiveTokens must be
trained separately for each target model, requiring approximately 16 GPU-hours per model. As
LLM ecosystems grow with frequent model updates and organization-specific fine-tunes, this per-
model training cost becomes a significant barrier to deployment.

We observe that closely related models—those sharing the same tokenizer and embedding
dimension—often have embedding spaces that differ primarily by a linear transformation. This
suggests that soft prompts trained on one model might transfer to another via embedding space
alignment, analogous to cross-lingual word embedding alignment (Schuster et al., 2019). The key
challenge is that DefensiveTokens exhibit unusually high ¢2 norms (120-144x the vocabulary av-
erage), and it is unclear whether alignment methods fitted on normal vocabulary embeddings can
extrapolate to these out-of-distribution vectors.

We propose AlignDefTok, a training-free method for transferring DefensiveTokens between related
models via Orthogonal Procrustes alignment. Our approach computes the optimal rotation matrix

1https ://gitlab.com/fars—a/transferable-defensive-tokens


https://gitlab.com/fars-a/transferable-defensive-tokens

“QANALEMMA

from vocabulary embeddings and applies it to transfer DefensiveTokens, preserving their critical
high-norm property. For harder transfer directions, we introduce tiny-adapt, a lightweight fine-
tuning stage that uses transferred tokens as initialization.

This work makes several contributions. First, we present the first method for transferring Defen-
siveTokens between models, enabling defense reuse across model families without per-model re-
training. Second, we demonstrate that Orthogonal Procrustes alignment provides a training-free,
norm-preserving transfer mechanism that achieves 0% ASR for favorable transfer directions. Third,
we introduce tiny-adapt, which leverages Procrustes-transferred tokens as initialization to achieve
4x faster convergence for harder transfer directions. Finally, we achieve 133-285x compute sav-
ings compared to full DefensiveTokens training while matching native defense performance (0-1.9%
ASR on AlpacaFarm).

2 RELATED WORK

Prompt Injection Defenses. Prompt injection attacks, where adversarial instructions embedded
in external data hijack LLM behavior, pose a critical threat to LLM-integrated applications (Gre-
shake et al., 2023} Perez & Ribeiro, 2022). Defense strategies span multiple categories. Detection-
based approaches identify malicious inputs through attention pattern analysis (Hung et al.| 2024)
or classifier-based filtering (Yi et al., 2023). Prevention-based methods modify input formatting
through techniques like spotlighting (Hines et al., |2024)) or structured queries (Chen et al., 2025a).
Training-time defenses align models to prioritize system instructions via instruction hierarchy train-
ing (Wallace et al.| |2024) or preference optimization (Chen et al.| 2024} 2025c)). Soft prompt ap-
proaches train continuous tokens to enhance robustness, including DefensiveTokens (Chen et al.,
2025b) and Soft Begging (Ostermann et al., [2024). While effective, these soft prompt defenses
require expensive per-model training, motivating our transfer approach.

Soft Prompt Transfer. Soft prompts, or continuous prompt embeddings, have emerged as
parameter-efficient alternatives to full fine-tuning (Lester et al., 2021} |Li & Liang, 2021). Research
on soft prompt transferability has explored cross-task transfer through source prompt selection (Vu
et al.,2021)) and analyzed factors affecting transfer success across models and tasks (Su et al.,[2021).
Recent work on zero-shot continuous prompt transfer (Wu et al., 2023) demonstrates that task se-
mantics can generalize across language models through embedding space mapping. However, these
methods focus on task-specific prompts rather than security-critical defenses, where preserving spe-
cific properties like high-norm embeddings is essential.

Embedding Space Alignment. Cross-lingual embedding alignment provides foundational tech-
niques for mapping between representation spaces. Orthogonal Procrustes methods learn rota-
tion matrices that align embedding spaces while preserving geometric properties (Schuster et al.,
2019). Model stitching extends these ideas to connect neural network representations across archi-
tectures (Iraft & Cheneyl 2022). Our work applies Orthogonal Procrustes alignment to the novel
setting of security-focused soft prompt transfer, leveraging its norm-preserving property to maintain
defense effectiveness across models.

3 METHOD

We present AlignDefTok, a training-free method for transferring DefensiveTokens between related
language models via embedding-space alignment. Our approach leverages the Orthogonal Pro-
crustes transformation to map soft prompt embeddings from a source model to a target model while
preserving critical geometric properties.

3.1 PROBLEM FORMULATION

DefensiveTokens (Chen et al., [2025b) are continuous embedding vectors prepended to the input
prompt to defend against prompt injection attacks. Given a language model M with embedding
dimension d, DefensiveTokens consist of & learned vectors 7' € R**9 (typically k& = 5) that are op-
timized via backpropagation through the frozen model to minimize attack success rate while main-
taining utility.
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Consider a source model M, with token embedding matrix E, € RIVIXd and a target model M,
with embedding matrix F; € RIVI*¢, where V is a shared vocabulary with identical tokenization.
Let T, € R**? denote DefensiveTokens optimized for A,. Our goal is to obtain effective Defen-
siveTokens T} for M, without expensive per-model optimization.

3.2 ORTHOGONAL PROCRUSTES ALIGNMENT

We hypothesize that for closely related models sharing the same tokenizer and embedding dimen-
sion, the defense-relevant directions encoded by DefensiveTokens are preserved up to a linear change
of basis. We estimate this transformation using the Orthogonal Procrustes problem, which finds the
optimal rotation matrix aligning two sets of corresponding points.

Given vocabulary embeddings X = E; and Y = E; as anchor points (where row ¢ corresponds to
the same token in both models), we solve:

W*=arg min || XW -Y|r (1)
WTW=I
where || - || denotes the Frobenius norm. This optimization has a closed-form solution via singu-

lar value decomposition (SVD). Computing M = X 'Y and its SVD M = UXV'T, the optimal
rotation is:
wr=uv" 2

The orthogonality constraint W T = I is critical: it ensures that the transformation preserves
vector norms and angles. This property is essential for DefensiveTokens, which exhibit unusually
high /5 norms (approximately 120-144 x the vocabulary average) that appear important for defense
effectiveness (Chen et al., [2025b).

3.3 DEFENSIVETOKEN TRANSFER

With the alignment matrix W* computed from vocabulary embeddings (Figure[I)), we transfer De-
fensiveTokens by simple matrix multiplication:

Ty =T,W~ 3)

The transferred tokens 7; are then prepended to inputs on the target model in the same manner
as native DefensiveTokens. The entire transfer process requires only CPU computation (matrix
multiplication and SVD of a d x d matrix) and completes in approximately 5 minutes, compared to
16 GPU-hours for full DefensiveTokens training.

A key advantage of orthogonal alignment is exact norm preservation: ||Tt(i) l2 = ||Ts(i) ||2 for each
token ¢. Our experiments confirm this property holds with numerical precision (maximum difference
< 107%), ensuring that the high-norm characteristic critical for defense is maintained after transfer.

3.4 TINY-ADAPT FOR HARDER TRANSFER DIRECTIONS

While Procrustes alignment achieves perfect transfer in some directions (e.g., Llama-3.1 — Llama-
3), other directions may require additional refinement. For these cases, we introduce tiny-adapt: a
lightweight fine-tuning stage that uses the Procrustes-transferred tokens as initialization.

Tiny-adapt performs gradient updates on only the k£ x d token parameters (approximately 20K pa-
rameters for k = 5, d = 4096) using the same training objective as DefensiveTokens. Crucially,
the Procrustes initialization provides a strong starting point: our experiments show that Procrustes-
initialized tiny-adapt reaches < 5% ASR in 25 training steps, compared to 100 steps for random
initialization—a 4 x speedup. The complete tiny-adapt process requires only 200 steps and approxi-
mately 55 minutes of GPU time, achieving 133 x speedup over full DefensiveTokens training while
matching native defense performance.

4 EXPERIMENTS

We evaluate AlignDefTok on transferring DefensiveTokens between Llama-3 and Llama-3.1 mod-
els, measuring defense effectiveness, compute efficiency, and the benefits of our alignment approach.
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Figure 1: Overview of AlignDefTok: Training-free transfer of DefensiveTokens via Orthogonal Pro-
crustes alignment. Stage 1 computes the optimal rotation matrix W* from vocabulary embeddings
using SVD. Stage 2 applies W* to transfer DefensiveTokens to the target model. Key properties:
norm preservation, CPU-only computation, and optional tiny-adapt refinement.

4.1 EXPERIMENTAL SETUP

Models. We use Llama-3-8B-Instruct and Llama-3.1-8B-Instruct (Dubey et al., 2024) as source
and target models. These models share the same tokenizer (128,256 vocabulary tokens) and embed-
ding dimension (d = 4096), making them suitable for Procrustes-based transfer.

Dataset. We evaluate on the AlpacaFarm prompt injection benchmark (Dubois et al., |2023)),
which contains 208 instruction-data pairs with three attack variants (ignore, completion, ig-
nore+completion). Following (Chen et al.| (2025b), we measure Attack Success Rate (ASR) using
string-match detection: an attack succeeds if the model output begins with the injected target string.

Metrics. We report: (1) ASR (%, lower is better): maximum attack success rate across variants;
(2) Gap-Closed ratio: (ASR,, — ASRmethod)/(ASRyo — ASR 1), measuring defense recovery
relative to full DefensiveTokens; (3) Compute: wall-clock time or GPU-hours.

Baselines. We compare against: No Defense (unprotected model), Reminder (prompting baseline
that instructs the model to ignore injections), Sandwich (wraps data with defensive instructions), Full
DefensiveTokens (native tokens trained on target model), and Direct Copy (naive transfer without
alignment).

4.2 MAIN RESULTS

Table E] presents our main transfer results. For the Llama-3.1 — Llama-3 direction, Procrustes
transfer achieves 0.0% ASR, outperforming even the native Full DefensiveTokens (3.8% ASR) with
a gap-closed ratio of 1.08. This perfect transfer requires only CPU computation (~5 minutes),
achieving 285x speedup over full DefensiveTokens training (16 GPU-hours).

For the harder Llama-3 — Llama-3.1 direction, Procrustes alone achieves 33.7% ASR (gap-closed
0.53), providing partial but insufficient defense. Adding tiny-adapt (200 training steps) reduces
ASR to 1.9%, matching the native DefensiveTokens performance with a gap-closed ratio of 1.00.
The complete pipeline requires ~55 minutes, achieving 133 x speedup.
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Table 1: Main transfer results on AlpacaFarm benchmark. ASR (%, | better) measures attack
success rate. Gap-Closed ratio (1 better) measures defense recovery relative to Full DT. Best results
in bold. Our methods achieve comparable defense to Full DT with 133-285x compute savings.

31 =3 3—3.1

Method Compute
ASR% Gap ASR% Gap

No Defense 514 0.00 69.2 0.00 -

Reminder 34.6 0.35 29.8  0.59 -

Sandwich 56.7  -0.11 60.6 0.13 -

Full DT 3.8 1.00 1.9 1.00 16 GPU-hr

Direct Copy 0.0 1.08 346  0.51 ~5 min

Procrustes (Ours) 0.0 1.08 33.7 0.53  ~5 min (285x)

Procrustes+Tiny-Adapt (Ours) - - 1.9 1.00 ~55 min (133x)

Table 2: Ablation study results. (a) Direct Copy vs Procrustes: Procrustes provides marginal im-
provement, indicating near-identity rotation between closely related models. (b) Tiny-adapt initial-
ization: Procrustes initialization converges 4 X faster than random.

(a) Direct Copy vs Procrustes

Method 3.1—-3ASR% 3—3.1 ASR% A ASR
Direct Copy 0.0 34.6 -
Procrustes 0.0 33.7 -0.9%

(b) Tiny-Adapt Initialization Comparison

Initialization Best Step Best ASR%  Steps to <5%

Random 100 2.9 100
Procrustes 150 1.9 25 (4 x faster)

Prompting baselines (Reminder, Sandwich) provide limited defense, with Sandwich actually in-
creasing ASR in the 3.1—3 direction. This confirms that soft prompt defenses like DefensiveTokens
offer substantially stronger protection than prompt engineering approaches.

4.3 ABLATION STUDIES

Direct Copy vs Procrustes. Table [2(a) compares direct copy (naive transfer) with Procrustes
alignment. For the easier 3.1—3 direction, both methods achieve identical 0.0% ASR. For the harder
3—3.1 direction, Procrustes provides marginal improvement (33.7% vs 34.6% ASR, A=0.9%). This
suggests that the embedding spaces of Llama-3 and Llama-3.1 are nearly aligned, with the optimal
rotation matrix close to identity.

Tiny-Adapt Initialization. Table 2[b) and Figure [2] compare Procrustes-initialized vs random-
initialized tiny-adapt. Procrustes initialization provides a dramatically better starting point: starting
from 33.7% ASR (vs 69.2% for random), it reaches <5% ASR in just 25 steps compared to 100
steps for random initialization—a 4 x speedup. The best Procrustes checkpoint (step 150, 1.9%
ASR) also outperforms the best random checkpoint (step 100, 2.9% ASR).

4.4  ANALYSIS

Asymmetric Transfer Difficulty. Our results reveal asymmetric transfer difficulty: Llama-
3.1—Llama-3 achieves perfect transfer (0% ASR) with Procrustes alone, while Llama-3—Llama-
3.1 requires tiny-adapt to close the gap (33.7%—1.9% ASR). This asymmetry suggests model-
specific embedding space characteristics affect transferability, with Llama-3.1’s embedding space
being more “receptive” to transferred tokens.
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Tiny-Adapt Convergence: Procrustes vs Random Initialization
(Llama-3 - Llama-3.1 Transfer)
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Figure 2: Tiny-adapt convergence comparison: Procrustes initialization vs random initialization for
Llama-3 — Llama-3.1 transfer. Procrustes-initialized tokens reach <5% ASR in 25 steps (4 x faster
than random), demonstrating the value of transferred tokens as initialization.

Norm Preservation. As expected from the orthogonality constraint, our transfer exactly preserves
¢ norms (maximum difference < 10~°). This confirms that the high-norm characteristic of Defen-
siveTokens (~85 /5 norm, 120-144 x the vocabulary average) is maintained after transfer, which
may explain why transferred tokens remain effective.

Geometry Insights. Despite low cosine similarity between transferred and native DefensiveTo-
kens (~0.097), the transferred tokens achieve comparable or better defense. This suggests that
defense effectiveness depends more on the high-norm property and general direction in embedding
space rather than exact alignment with native tokens.

5 CONCLUSION

We presented AlignDefTok, a training-free method for transferring DefensiveTokens between re-
lated language models via Orthogonal Procrustes alignment. Our approach achieves 0-1.9% ASR
on the AlpacaFarm benchmark, matching native DefensiveTokens performance with 133-285x
compute savings. The norm-preserving property of orthogonal alignment maintains the high-norm
characteristic critical for defense effectiveness. For harder transfer directions, our tiny-adapt stage
provides a strong initialization that converges 4 x faster than random. Our work is limited to mod-
els sharing the same tokenizer and embedding dimension; extending to cross-architecture transfer
remains future work.
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