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ABSTRACT

Binary fingerprints from SimHash enable efficient similarity search but leak dis-
tance information through their collision probability curves, allowing attackers
to estimate pairwise similarities from fingerprint comparisons. Existing privacy-
preserving methods such as randomized response and noise injection face fun-
damental tradeoffs: they either destroy utility or provide insufficient privacy.
We propose Secure SimHash, which applies k-composition with XOR to flat-
ten collision curves for non-neighbors while preserving near-neighbor detec-
tion. The collision probability Pic(s) = % + % - p(s)* approaches 0.5 for
low-similarity pairs as k increases, making distance estimation uninformative.
On BEIR Quora, Secure SimHash dominates the privacy-utility Pareto frontier,
achieving AUC@0.5=0.463 (near random-guess) at Recall@10=0.780, signifi-
cantly outperforming randomized response and noise injection baselines. Abla-
tion studies confirm that privacy gains come from the XOR composition structure,
not reduced bit count.

WARNING: This paper was generated by an automated research system. The code
is publicly availableE]

1 INTRODUCTION

Binary fingerprints from locality-sensitive hashing (LSH) are fundamental to large-scale similarity
search, enabling efficient duplicate detection, semantic retrieval, and cross-service threat intelli-
gence sharing (Thakur et al.| 2021} [Gill et al.,2025)). SimHash (Charikar, 2002)) produces compact
binary codes where Hamming distance approximates cosine similarity, making it widely adopted
for applications where raw text cannot be shared across organizational boundaries. However, this
similarity-preserving property is a double-edged sword: the collision probability P(s) = (1 + s)/2
leaks distance information, enabling attackers to estimate pairwise similarities from fingerprint com-
parisons.

This privacy vulnerability is particularly concerning for cross-service telemetry sharing, where fin-
gerprints are released across compliance boundaries. An adversary observing fingerprint compar-
isons can triangulate to estimate original embedding similarities (Riazi et al., 2016)), potentially
revealing sensitive information about the underlying data. Prior work has explored randomized re-
sponse (Erlingsson et al., 2014; (Gill et al., |2025) and noise injection for fingerprint privacy, but
these approaches face fundamental limitations: randomized response requires extreme bit flipping
for privacy but destroys utility, while noise injection shows cliff-effect behavior where small noise
increases cause catastrophic utility collapse.

We propose Secure SimHash, a distance-hiding fingerprint transform that addresses these limitations
by flattening collision probability curves rather than adding noise. The key insight is that by compos-
ing k independent SimHash bits with XOR, the collision probability becomes Py (s) = %—i— % -p(s)*,
which approaches 0.5 for low-similarity pairs as k increases. This makes distance estimation unin-
formative for non-neighbors while preserving high collision rates for true near-neighbors, enabling
both privacy and utility.

Our contributions are:
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* We formalize the privacy-utility tradeoff for binary fingerprints and identify the collision
probability curve as the root cause of distance leakage.

* We propose Secure SimHash with theoretical analysis showing how k-composition with
XOR flattens collision curves for non-neighbors while preserving near-neighbor detection.

* We demonstrate empirically on BEIR Quora that Secure SimHash dominates the
privacy-utility Pareto frontier, achieving AUC@0.5=0.463 (near random-guess) at Re-
call@10=0.780, significantly outperforming randomized response and noise injection base-
lines.

2 RELATED WORK

Locality-Sensitive Hashing. Locality-sensitive hashing (LSH) enables efficient approximate
nearest neighbor search by mapping similar items to the same hash bucket with high probability (Ri-
azi et al.||2016). SimHash, introduced by Charikar, produces binary fingerprints where the collision
probability P(s) = (1+ s)/2 directly relates to cosine similarity s. This property enables Hamming
distance to approximate cosine similarity, making SimHash widely adopted for large-scale similarity
search in information retrieval and duplicate detection.

Privacy-Preserving Similarity Search. Prior work on privacy-preserving nearest neighbor
search has explored cryptographic protocols (Riazi et al., 2016) and differential privacy mecha-
nisms (Dwork, 2006} |Abadi et al., 2016)). Riazi et al.|(2016) proposed secure binary embeddings us-
ing probabilistic transformations over LSH families, providing information-theoretic privacy bounds
against triangulation attacks. For continuous embeddings, Meehan et al.|(2022) introduced sentence-
level differential privacy for document embeddings, guaranteeing that any single sentence can be
substituted while keeping the embedding indistinguishable. Local differential privacy has also been
applied to image features (Pittaluga & Zhuang, [2023)) and graph embeddings (Li et al.,2023). How-
ever, these approaches either require expensive cryptographic computation or provide privacy guar-
antees that may not directly address the distance-hiding problem in binary fingerprints.

Embedding Privacy Attacks. Recent work has demonstrated significant privacy vulnerabilities
in text embeddings. [Huang et al.| (2024) showed that transfer attacks can infer sensitive informa-
tion from embeddings without direct model access, using surrogate models to mimic victim model
behavior. |Chen et al.|(2025) further reduced the attack cost with few-shot inversion attacks, demon-
strating that as few as 1,000 samples suffice for effective text reconstruction. These attacks motivate
the need for privacy-preserving fingerprint schemes that prevent distance estimation from fingerprint
comparisons.

Binary Fingerprint Privacy. For binary fingerprints specifically, randomized response mecha-
nisms have been explored for privacy protection. RAPPOR (Erlingsson et al, 2014) applies ran-
domized response for crowdsourcing statistics with differential privacy guarantees. More recently,
BinaryShield (Gill et al., |2025) combines PII redaction, semantic embedding, binary quantization,
and randomized response for cross-service threat intelligence sharing. However, as we demonstrate
empirically, randomized response approaches face a fundamental tradeoff: achieving strong privacy
requires extreme randomization that destroys utility. Our work addresses this limitation by propos-
ing a mechanism that flattens collision probability curves rather than adding noise, enabling better
privacy-utility tradeoffs.

3 METHOD

3.1 PRELIMINARIES

SimHash. SimHash (Charikar, 2002) is a locality-sensitive hashing scheme that produces binary
fingerprints from high-dimensional vectors. Given a normalized embedding e(z) € R?, SimHash
generates an L-bit fingerprint by sampling L random projection vectors r; ~ A (0, 1;) and comput-
ing:

bj(x) = 1[r; - e(x) > 0] (1)
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The collision probability for a single bit between two vectors with cosine similarity s is:
1+
2

This monotone relationship enables Hamming distance to approximate cosine similarity, making
SimHash widely used for efficient similarity search.

P(s) 2

Privacy Threat Model. We consider an adversary who observes fingerprint comparisons and at-
tempts to estimate pairwise similarities between the underlying embeddings. Specifically, given
fingerprints f(x) and f(y), the attacker aims to predict whether cos(e(x),e(y)) > su for some
threshold s, The collision probability curve in Equation 2] directly enables this attack: by observ-
ing match rates across L bits, an attacker can estimate similarity by inverting the monotone curve.
This vulnerability is particularly concerning for applications like cross-service threat intelligence
sharing, where fingerprints are released across organizational boundaries.

3.2 SECURE SIMHASH

We propose Secure SimHash, a distance-hiding fingerprint transform that flattens the collision prob-
ability curve for non-neighbors while preserving high collision rates for true near-neighbors. The
key insight is that by composing multiple SimHash bits with XOR, we can make distance estimation
uninformative for low-similarity pairs.

Construction. For each output bit j € {1,...,L}:

1. Sample k independent projection vectors r 1, ..., r; , ~ N(0,1I;)
2. Compute k base SimHash bits: b; ;(z) = 1[r;, - e(z) > 0] fort € {1,...,k}
3. Output the XOR composition: f;(x) =b;1(x) ®bj2(x) & - B b, x(x)

Collision Probability. Under this construction, the collision probability between two vectors with

cosine similarity s becomes:
1
k

1
Psec(s) - 5 + 5 : P(S) (3)

where p(s) = (1 + s)/2 is the base SimHash collision probability. This formula arises because two
XOR-composed bits collide if and only if an even number of the k base bit pairs differ, which occurs
with probability  + §(2p — 1)¥ = £ + 1p* when the base bits are independent.

Figure I]illustrates the Secure SimHash construction and its effect on the collision probability curve.

3.3 THEORETICAL ANALYSIS

Collision Curve Flattening. The key privacy property of Secure SimHash is that Pi.(s) ap-
proaches 0.5 for low-similarity pairs as k increases. For non-neighbors where s < 0.7 (i.e.,
p(s) < 0.85), the term p(s)* shrinks exponentially with k. For example, at s = 0.5 (moderate
similarity), p(0.5) = 0.75, so p(0.5)* = 0.316, yielding Pic(0.5) = 0.658. In contrast, for true
near-neighbors where s > 0.9 (i.e., p(s) > 0.95), p(s)* remains large even for moderate k, preserv-
ing high collision probability.

Figure [2| shows the theoretical collision probability curves for different values of k. As k increases,
the curve flattens in the non-neighbor region (s < 0.7), making distance estimation from fingerprint
comparisons uninformative, while the curve remains steep in the near-neighbor region (s > 0.9),
preserving utility for similarity search.

Privacy-Utility Tradeoff. The parameter & controls the privacy-utility tradeoff. Higher & provides
stronger privacy by flattening the collision curve more aggressively, but reduces utility because
each output bit requires k£ independent projections, effectively reducing the information content per
bit. The fingerprint length L provides an independent utility dial: increasing L improves retrieval
accuracy without affecting the privacy guarantee per bit. This enables practitioners to tune (k, L)
jointly to achieve desired operating points on the privacy-utility Pareto frontier.
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Figure 1: Overview of Secure SimHash fingerprint generation. (Left) Vanilla SimHash produces
binary fingerprints where collision probability P(s) = (1+s)/2 leaks distance information. (Right)
Secure SimHash applies k-composition with XOR, flattening the collision curve Pyec(s) = % + %

p(s)* for non-neighbors while preserving near-neighbor detection.
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Figure 2: Theoretical collision probability curves. Vanilla SimHash (¥ = 1, red) has a steep linear
curve that leaks distance information. Secure SimHash with increasing k (blue, green, orange,
purple) progressively flattens the curve in the non-neighbor region (s < 0.7), making distance
estimation uninformative while preserving distinguishability for true neighbors (s > 0.7).

4 EXPERIMENTS

4.1 EXPERIMENTAL SETUP

Dataset and Embeddings. We evaluate on the BEIR Quora duplicate-question retrieval bench-
mark (Thakur et al., 2021), which contains 522,931 corpus questions and 10,000 test queries. We
use all-mpnet-base-v2 (Song et al., [2020; |[Reimers & Gurevych,[2019) to generate 768-dimensional
L2-normalized embeddings.
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Table 1: Privacy-utility comparison on BEIR Quora. Lower AUC indicates better privacy (0.5 =
random guess). Best results per column in bold (excluding Dense Cosine for privacy). Secure
SimHash achieves the best privacy-utility tradeoff.

Method Recall@10t AUC@0.5] AUC@0.3] Bits
Dense Cosine 0.974 N/A N/A 768d
Vanilla SimHash 0.958 0.999 0.931 256
Random Codes 0.000 0.468 0.480 256
RR-SimHash (a=1.0) 0.059 0.600 0.622 256
RR-SimHash (a=2.5) 0.924 0.972 0.844 256
Noise-SimHash (6=0.01) 0.947 0.998 0.904 256
Noise-SimHash (0=0.05) 0.100 0.819 0.692 256
Secure SimHash k=2, L=256 (Ours) 0.936 0.847 0.632 256
Secure SimHash k=2, L=512 (Ours) 0.961 0.875 0.692 512
Secure SimHash k=3, L=512 (Ours) 0.909 0.780 0.542 512
Secure SimHash k=4, L=256 (Ours) 0.631 0.584 0.522 256
Secure SimHash k=4, L=512 (Ours) 0.780 0.463 0.482 512

Fingerprint Methods. We compare three method families: (1) Randomized-Response SimHash
(RR-SimHash): vanilla SimHash with per-bit local differential privacy, where each bit is flipped
with probability 1 — preep and preep = exp(ar)/(exp(a) + 1), following BinaryShield (Gill et al.,
2025); (2) Noise-SimHash: Gaussian noise 7 ~ N(0,0?1;) added to embeddings before hashing;
(3) Secure SimHash (Ours): k-composition with XOR as described in Section[3] We also include
reference methods: Dense Cosine (non-private upper bound), Vanilla SimHash (k = 1, no privacy),
and Random Codes (sanity check).

Evaluation Metrics. For utility, we measure Recall@ 10 using FAISS binary Hamming search.
For privacy, we train attackers to predict whether cos(e(x), e(y)) > s, from fingerprint compar-
isons, using 50,000 random corpus pairs with thresholds sy, € {0.3,0.5}. We evaluate two attacker
models: a weak attacker using isotonic regression on Hamming similarity, and a strong attacker
using an MLP on XOR bit patterns f(z) @® f(y). Lower AUC indicates better privacy (0.5 = random
guess). All experiments use 3 random seeds.

4.2 MAIN RESULTS

Table [T] presents the privacy-utility comparison across all methods. Secure SimHash dominates the
Pareto frontier, achieving high utility with low privacy leakage.

Secure SimHash Dominates the Pareto Frontier. At comparable utility levels, Secure SimHash
achieves significantly lower attacker AUC than baselines. With k = 2, L = 256, Secure SimHash
achieves Recall@10=0.936 (within 2% of the best baseline RR-SimHash a=2.5 at 0.924) while re-
ducing AUC@0.3 from 0.931 (vanilla) to 0.632—a 32% relative improvement. At k = 4, L = 512,
Secure SimHash achieves AUC@0.5=0.463 (below random guess), demonstrating near-complete
distance hiding while maintaining Recall@ 10=0.780.

Baseline Failure Modes. RR-SimHash exhibits a fundamental limitation: achieving meaningful
privacy (a=1.0) destroys utility (Recall@10=0.059), while preserving utility (a=2.5) provides min-
imal privacy benefit (AUC@0.3=0.844). Noise-SimHash shows cliff-effect behavior: 0=0.01 barely
reduces privacy leakage (AUC@0.3=0.904 vs 0.931 for vanilla) while losing 1% Recall, but 0=0.05
causes catastrophic utility collapse (Recall@10=0.100). Neither baseline achieves the ideal operat-
ing region of high utility with low leakage.

Figure [3| visualizes the privacy-utility tradeoff, showing that Secure SimHash configurations span
the ideal region while baselines cluster in suboptimal areas.
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Privacy-Utility Tradeoff: Secure SimHash Dominates Pareto Frontier
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Figure 3: Privacy-utility tradeoff comparison. Secure SimHash (blue circles) dominates the Pareto
frontier, achieving high utility (Recall@10 > 0.78) with low privacy leakage (AUC@0.5 < 0.7).
RR-SimHash (orange squares) and Noise-SimHash (green triangles) fail to reach the ideal region.

Table 2: Ablation study: XOR composition vs. bit reduction. Despite equal effective bits, Secure
SimHash achieves significantly lower AUC, confirming privacy gains come from XOR composition,
not reduced bit count.

Method k Bits Recall@101T AUC@0.3 |
Vanilla SimHash 1 256 0.958 0.931
Compute-Matched 2 128 0.931 0.886
Secure SimHash (Ours) 2 256 0.936 0.632
Compute-Matched 4 o4 0.835 0.848
Secure SimHash (Ours) 4 256 0.631 0.522
Compute-Matched 8 32 0.535 0.791
Secure SimHash (Ours) 8 256 0.234 0.524

4.3 ABLATION STUDY: XOR COMPOSITION VS. BIT REDUCTION

A natural question is whether Secure SimHash’s privacy gains come from the XOR composition
or simply from using fewer effective bits. To test this, we compare against Compute-Matched
SimHash, which uses L/k vanilla SimHash bits to match the effective output size.

Table 2] shows that Compute-Matched SimHash retains high attacker AUC despite using fewer bits:
at k = 2, 128-bit Compute-Matched achieves AUC@0.3=0.886, while Secure SimHash achieves
0.632—a 29% relative improvement. At k = 4, the gap widens to 38% (0.848 vs 0.522). Notably,
Compute-Matched actually achieves better utility than Secure SimHash at the same k, yet worse
privacy. This confirms that Secure SimHash’s privacy gains come from the XOR composition struc-
ture that actively destroys the distance-to-Hamming correspondence, not merely from having fewer
effective bits.
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5 CONCLUSION

We presented Secure SimHash, a distance-hiding fingerprint transform that flattens collision prob-
ability curves via k-composition with XOR. By transforming P(s) = (1 + s)/2 to Piec(s) =
2+ 5 - p(s)*, Secure SimHash makes distance estimation uninformative for non-neighbors while
preserving near-neighbor detection. On BEIR Quora, Secure SimHash dominates the privacy-utility
Pareto frontier, achieving AUC@0.5=0.463 (near random-guess) at Recall @ 10=0.780, significantly
outperforming RR-SimHash and Noise-SimHash baselines. Ablation studies confirm that privacy
gains come from the XOR composition structure, not reduced bit count.

Limitations and Future Work. Higher k values reduce utility; practitioners must tune (k, L) for
their specific requirements. Our evaluation is limited to a single dataset (BEIR Quora). Future work
includes extending to other LSH families, exploring adaptive k selection, and evaluating on more
diverse retrieval benchmarks.
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