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ABSTRACT

Text embeddings transmitted to remote servers for NLP services can be inverted to
recover sensitive user text. Norm-clipped L2-Laplacian perturbation has been pro-
posed as a defense, providing metric differential privacy guarantees while bound-
ing the output space. However, existing evaluations rely on simple per-token
nearest-neighbor (NN) attacks, ignoring sequence-aware reconstruction meth-
ods. We audit this defense against both NN and BeamClean, a state-of-the-art
sequence-aware attacker that leverages language model priors. At the operating
point proposed in prior work (n = 142, 30-50% clip rate), we find that both
attackers achieve near-perfect reconstruction: >99.98% Token-ASR and 100%
Canary-EM. The comparison between attackers becomes moot—the defense pro-
vides no meaningful privacy protection. We explain this failure through direc-
tional preservation analysis: norm clipping preserves embedding direction exactly,
and since NN lookup depends only on direction, simple attacks suffice when noise
is mild. Our findings suggest that effective embedding privacy defenses must per-
turb directional information, not just magnitude.

WARNING: This paper was generated by an automated research system. The code
is publicly available

1 INTRODUCTION

Embedding-based NLP services—including semantic search, text classification, and language model
inference—require transmitting dense vector representations of user text to remote servers. These
embeddings, while enabling powerful downstream applications, pose significant privacy risks: re-
cent work has demonstrated that text embeddings can be inverted to recover the original text with
high fidelity (Morris et al., 2023} [Kale et al.l [2025). This vulnerability is particularly concerning
in split inference architectures, where clients compute embeddings locally before sending them to
untrusted servers.

To mitigate embedding leakage, researchers have proposed perturbation-based defenses that add
calibrated noise to embeddings before transmission. A prominent approach combines L2-Laplacian
noise with norm clipping (Mai et al.,|2023)), providing d, -privacy guarantees (Chatzikokolakis et al.,
2013) while bounding the output space. However, the effectiveness of this defense has been evalu-
ated primarily using simple per-token nearest-neighbor (NN) attacks, which ignore sequence-level
constraints. Recent work on BeamClean (Kale et al.| |2025) has shown that sequence-aware at-
tacks leveraging language model priors can dramatically outperform NN baselines under input-
independent noise—but BeamClean’s evaluation did not include norm-clipped mechanisms.

This gap raises a critical question: Does the sequence-aware BeamClean attacker pose a greater
threat than simple NN decoding under norm-clipped L2-Laplacian perturbation? If BeamClean sig-
nificantly outperforms NN, then privacy evaluations relying solely on NN attacks may substantially
underestimate leakage. Conversely, if norm clipping closes the gap, it could serve as an effective
practical mitigation.

'"https://gitlab.com/fars—a/beamclean—clipped-laplace-audit
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We conduct a systematic privacy audit to answer this question, and our findings are surprising. At
the operating point proposed in prior work (n = 142, producing 30-50% clip rate), both NN and
BeamClean achieve near-perfect reconstruction (>99.98% Token-ASR, 100% Canary-EM). The
comparison between attackers becomes moot: the defense provides no meaningful privacy protec-
tion. Our contributions are:

* We demonstrate a ceiling effect: at the proposed operating point, both simple and sophis-
ticated attackers achieve near-perfect reconstruction, rendering the defense ineffective.

* We show that BeamClean does not outperform NN under norm-clipped perturbation; in
fact, NN achieves marginally higher accuracy due to the ceiling effect.

* We explain this finding through directional preservation analysis: norm clipping pre-
serves directional information exactly, making simple NN attacks sufficient when noise is
mild.

2 RELATED WORK

Embedding Reconstruction Attacks. Text embeddings have been shown to leak substantial in-
formation about the original text. |[Morris et al.| (2023) introduced Vec2Text, demonstrating that
iterative refinement can recover 92% of 32-token inputs exactly from dense embeddings. |Kale
et al.|(2025) proposed BeamClean, a sequence-aware attack that combines a learned surrogate noise
model with a language model prior, significantly outperforming nearest-neighbor baselines under
input-independent noise mechanisms. [Zhuang et al.| (2024) studied the threat of Vec2Text to dense
retrieval systems and proposed mitigation strategies. Our work extends this line of research by
auditing reconstruction attacks specifically against norm-clipped perturbation mechanisms.

Embedding Privacy Defenses. Several approaches have been proposed to protect embedding pri-
vacy. [Mai et al.| (2023)) introduced Split-and-Denoise, combining L2-Laplacian perturbation with
norm clipping and a server-side denoiser for split inference. Du et al.| (2023)) proposed DP-Forward,
applying differential privacy to the forward pass of language models. |Carvalho et al.|(2021) devel-
oped TEM, a truncated exponential mechanism for high-utility metric differential privacy on text. [Li
et al.|(2024) introduced PAPILLON, using ensemble methods for privacy preservation. Roberts et al.
(2025) proposed learned sequence-dependent obfuscations that are more robust to sophisticated at-
tacks. Our audit focuses on the norm-clipped L2-Laplacian mechanism, evaluating its effectiveness
against both simple and sophisticated attackers.

Metric Differential Privacy. The theoretical foundation for embedding perturbation lies in metric
differential privacy (Chatzikokolakis et al., [2013), which extends standard differential privacy to
metric spaces. Under d,-privacy, the privacy loss scales with the distance between inputs, making
it suitable for continuous embedding spaces. The L2-Laplacian mechanism (Dwork et al., [2006)
provides e-metric DP guarantees by adding noise calibrated to the sensitivity of the query. Our
work examines whether these theoretical guarantees translate to practical privacy protection against
reconstruction attacks.

Privacy Auditing. Empirical privacy evaluation complements theoretical guarantees. Member-
ship inference attacks (Duan et al., 2024; [Mattern et al.| |2023) assess whether specific data points
were used in training. Our work contributes to this empirical evaluation paradigm by auditing recon-
struction attacks under specific defense mechanisms, revealing that theoretical privacy guarantees
may not translate to practical protection when the noise level is insufficient.

3 AUDIT FRAMEWORK

We present a systematic privacy audit framework for evaluating norm-clipped L2-Laplacian token-
embedding perturbation against reconstruction attacks of varying sophistication. Figure[I]illustrates
the complete experimental setup.
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Figure 1: Overview of the privacy audit framework comparing nearest-neighbor (NN) and Beam-
Clean attackers on norm-clipped L2-Laplacian perturbed embeddings. The defense applies L2-
Laplacian noise followed by norm clipping to token embeddings. We evaluate two attack strategies:
(1) per-token NN lookup in the embedding table, and (2) BeamClean, a sequence-aware beam search
decoder with a learned surrogate noise model and GPT-2 language model prior.

3.1 DEFENSE MECHANISM: NORM-CLIPPED L2-LAPLACIAN PERTURBATION

The defense mechanism under audit combines L2-Laplacian noise with norm clipping, following
the approach proposed in Split-and-Denoise (Mai et al.,{2023)). This mechanism provides d. -privacy
guarantees (Chatzikokolakis et al.l|2013), a metric-based extension of differential privacy where the
privacy loss scales with the distance between inputs in embedding space.

Given a clean token embedding = € RY, the perturbation proceeds in two steps. First, L2-Laplacian
noise z is sampled from a distribution with density proportional to exp(—nl|z||2), where > 0 is
the privacy parameter controlling noise magnitude. The noisy embedding is computed as v = x + z.
Second, the noisy embedding is clipped to a maximum norm C:

y = clip~(u) = min <1, C> U (D)
[ull2

where C' = max,ey | F(w)]|2 is set to the maximum embedding norm over the vocabulary V. This
clipping bounds the output space while preserving the d, -privacy guarantee.

The clipping operation introduces a fundamental asymmetry: while it bounds the magnitude of
perturbed embeddings, it preserves directional information. When ||ul|2 > C, the output y lies on
the sphere of radius C' with the same direction as u. This directional preservation has important
implications for attack effectiveness, as we analyze in Section .3

We operate at n = 142 with C' = 6.3155, producing a clip rate of approximately 30-50% (the
fraction of tokens where ||z + z||2 > C). This operating point ensures that clipping is actively
applied to a substantial fraction of tokens, avoiding a vacuous evaluation where clipping rarely
triggers.

3.2 ATTACKER STRATEGIES

We evaluate two attacker strategies representing different levels of sophistication in exploiting the
perturbed embeddings.
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Nearest-Neighbor (NN) Decoding. The standard baseline attacker performs per-token reconstruc-
tion by finding the closest vocabulary embedding to each perturbed embedding. For each token
position ¢, the decoded token is:

Wy :arglrlfleigHE(w) = Yill2 )

where F(w) denotes the embedding of token w and y; is the clipped noisy embedding at position ¢.
This approach treats each token independently, ignoring sequence-level constraints. NN decoding is
computationally efficient and serves as the primary evaluation method in prior work on embedding
perturbation (Mai et al.| |[2023)).

BeamClean: Sequence-Aware Reconstruction. BeamClean (Kale et al., [2025) represents a so-
phisticated attacker that jointly decodes the entire token sequence by combining a learned surrogate
noise model with a language model prior. The decoding objective maximizes:

Wy p = arg max log m5(y1.7 | ®(wi.r)) + log pum(wi.T) 3)

where 7, is a surrogate noise model that estimates the likelihood of observing the perturbed em-
beddings given candidate clean embeddings, and pyy is a language model prior that assigns higher
probability to linguistically plausible sequences.

BeamClean uses beam search to tractably explore the exponential space of candidate sequences,
maintaining the top-B hypotheses at each position. The surrogate noise model parameters 6 are
estimated jointly with decoding, allowing the attacker to adapt to the observed noise distribution.
For our audit, we train the surrogate on samples from the clipped mechanism (generating y =
clip(z + z) for known ) to ensure the attacker is not artificially weakened by a mismatched noise
model. We use GPT-2 (Radford et al.,|2019) as the language model prior.

3.3 EVALUATION METRICS

We evaluate reconstruction success using three complementary metrics that capture different aspects
of privacy leakage.

Token Attack Success Rate (Token-ASR). The primary metric measures the fraction of tokens
correctly recovered across all sequences:

Token-ASR = ——— > 3 L[, = wi] “)

1 N
N 1=

i=1 t=1

where N is the number of sequences, T is the sequence length, and 1[] is the indicator function.
Higher Token-ASR indicates worse privacy protection.

Sequence Exact Match (Seq-EM). This metric measures the fraction of sequences where all
tokens are correctly recovered:

N
1 N
Seq-EM = ~ ; 1[W; 1.7 = w; 1.7] o)

Seq-EM is a stricter metric that captures complete sequence reconstruction, relevant for scenarios
where partial recovery is insufficient for the attacker’s goals.

Canary Exact Match (Canary-EM). To evaluate privacy-critical leakage, we plant synthetic ca-
nary tokens at fixed positions in each sequence and measure the fraction of sequences where all
canary tokens are correctly extracted. This metric simulates the extraction of sensitive identifiers
(e.g., names, account numbers) without requiring real personal data. We use four canary token po-
sitions per sequence, and Canary-EM reports the fraction of sequences where all four canaries are
recovered.
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Table 1: Main reconstruction results at operating point (n = 142, C' = 6.3155). All attackers
achieve near-perfect Token-ASR (>99.98%) and 100% Canary-EM, indicating the defense provides
no meaningful privacy protection. Bold: best per column. Gap = NN — BeamClean.

Method Token-ASR (%)  Seq-EM (%)  Canary-EM (%) Clip Rate (%) Gap vs NN (pp)
Random Token 0.00+£0.00 0.00+£0.00 0.00+£0.00 48.96+0.12 —

NN (clipped) 99.998£0.002  99.961-£0.055 100.0+0.0 48.96+0.12 —
BeamClean (clipped-aware) ~ 99.9874+0.003  99.69140.072 100.0+0.0 37.18+0.09 —0.011
BeamClean (mismatched) 99.998+0.001  99.961-£0.027 100.0+0.0 37.18+0.09 0.000
BeamClean (unclipped ref) 99.998+0.001  99.961+0.027 100.0+0.0 N/A 0.000

3.4 EXPERIMENTAL SETUP

We conduct experiments using GPT-2 (Radford et al.} 2019) embeddings with vocabulary size |V| =
50,257 and embedding dimension d = 768. The embedding table serves both as the source of clean
embeddings for perturbation and as the lookup table for NN decoding.

We evaluate on the MRPC (Microsoft Research Paraphrase Corpus) test set from the GLUE bench-
mark (Wang et al.| 2019), comprising 1,725 sentence pairs. Each sequence is tokenized and trun-
cated or padded to T = 32 tokens. We plant four canary tokens at fixed positions (indices 7, 15, 23,
31) using token IDs [42749, 32011, 25688, 13558], selected to be uncommon tokens that would not
naturally appear in the text.

All experiments are repeated across three random seeds (42, 123, 456) controlling noise sampling
and surrogate model initialization. We report mean and standard deviation across seeds. For Beam-
Clean, we use beam size B = 20 and train the surrogate noise model on 10,000 synthetic samples
from the clipped mechanism.

4 EXPERIMENTS

We present experimental results evaluating the effectiveness of norm-clipped L2-Laplacian pertur-
bation against reconstruction attacks. Our findings reveal a surprising ceiling effect: at the operating
point, both simple and sophisticated attackers achieve near-perfect reconstruction, rendering the
defense ineffective.

4.1 MAIN RESULTS

Table [I] presents the reconstruction performance of all attackers at the operating point (n = 142,
C = 6.3155). The results reveal a striking finding: all non-random attackers achieve near-perfect
reconstruction, with Token-ASR exceeding 99.98% and Canary-EM reaching 100%.

The most striking observation is that the simple nearest-neighbor (NN) attacker performs as well
as—or slightly better than—the sophisticated BeamClean attacker. The Token-ASR gap between
NN and BeamClean (clipped-aware) is —0.011 percentage points, meaning NN actually achieves
marginally higher accuracy. This contradicts the expectation that sequence-aware attacks would
pose a greater threat under this defense mechanism.

The ceiling effect is so pronounced that the comparison between NN and BeamClean becomes moot:
when both attackers achieve near-perfect reconstruction, the question of which poses a greater threat
is irrelevant. The defense provides no meaningful privacy protection at this operating point, as
evidenced by the 100% Canary-EM across all non-random attackers—every planted canary token is
successfully extracted.

4.2 SENSITIVITY ANALYSIS

To investigate whether the ceiling effect is specific to our chosen operating point or persists across
a range of noise levels, we conduct a sensitivity analysis varying n € {135,137,142,145, 150},
corresponding to clip rates from 27% to 76%. Figure 2| presents the results.
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Figure 2: Token-ASR vs clip rate for NN and BeamClean attackers across noise levels n €
{135,137,142,145,150}. (a) Both attackers achieve >99.96% Token-ASR across all clip rates
(27-76%). (b) The performance gap (NN — BeamClean) increases with clip rate but remains negli-
gible (<0.03 pp).

Table 2: Directional preservation analysis at = 142. Norm clipping preserves direction exactly
(identical cosine similarity), and directional information alone is sufficient for token recovery.

Metric Clipped (y = clip(z + 2z))  Unclipped (y = = + 2)
Cosine Similarity (all tokens) 0.514+0.070 0.514+0.070
Cosine Similarity (clipped subset) 0.56040.058 —

L2-NN Token-ASR 100.0 % 100.0 %
Cosine-NN Token-ASR 100.0 % 100.0%

The results demonstrate that the ceiling effect persists across the entire tested range. Both NN and
BeamClean maintain Token-ASR above 99.96% at all clip rates, and Canary-EM remains at 100%
throughout. Even at the highest clip rate tested (76% at n = 135), where clipping is applied to over
three-quarters of tokens, both attackers achieve near-perfect reconstruction.

Interestingly, the gap between NN and BeamClean increases slightly with clip rate, from 0.01 per-
centage points at 27% clip rate to 0.03 percentage points at 76% clip rate. However, this gap
remains practically insignificant—NN consistently outperforms BeamClean across all conditions.
This suggests that increasing the clip rate alone is insufficient to create conditions where Beam-
Clean’s sequence-awareness would provide an advantage over simple NN decoding.

4.3 DIRECTIONAL PRESERVATION ANALYSIS

To understand why simple NN attacks are so effective despite norm clipping, we analyze the geomet-
ric properties of the clipping operation. Table 2] presents the results of our directional preservation
analysis.

The key insight is that norm clipping is a scalar operation that preserves direction exactly. Mathemat-
ically, for any vector u with ||ul|2 > C, the clipped output y = (C/||ul|2) - u has the same direction
as u: cos(y,u) = 1. Consequently, the cosine similarity between the clipped noisy embedding and
the clean embedding is identical to the unclipped case: cos(Yclipped; £) = €OS(Yunctipped; ) = 0.514.

This directional preservation explains why NN attacks are so effective. We compare two NN vari-
ants: L2-NN (standard Euclidean distance) and Cosine-NN (cosine similarity). Both achieve 100%
Token-ASR on both clipped and unclipped embeddings, demonstrating that directional informa-
tion alone is sufficient for perfect token recovery at this noise level. The clipping operation, while
bounding magnitude, does not obscure the directional signal that enables trivial reconstruction.
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4.4 SURROGATE MISMATCH ABLATION

A natural question is whether BeamClean’s performance is limited by the quality of its surrogate
noise model. To investigate this, we compare BeamClean with a clipping-aware surrogate (trained
on samples from the clipped mechanism) against BeamClean with a mismatched surrogate (trained
on unclipped L2-Laplacian noise).

As shown in Table [I] the mismatched surrogate achieves identical performance to NN (99.998%
Token-ASR), while the clipping-aware surrogate performs slightly worse (99.987% Token-ASR).
This counterintuitive result suggests that at this operating point, the clipping-aware surrogate pro-
vides no advantage—and may even introduce slight degradation due to modeling complexity.

The explanation lies in the ceiling effect: when the noise level is mild enough that simple NN de-
coding achieves near-perfect reconstruction, the surrogate noise model becomes irrelevant. Beam-
Clean’s performance is driven entirely by the language model prior, which can only hurt performance
when it disagrees with the NN prediction. At this operating point, the LM prior occasionally over-
rides correct NN predictions with linguistically plausible but incorrect alternatives, explaining why
BeamClean (clipped-aware) slightly underperforms NN.

5 CONCLUSION

We conducted a systematic privacy audit of norm-clipped L2-Laplacian token-embedding obfusca-
tion against both simple nearest-neighbor and sequence-aware BeamClean attackers. Our findings
reveal a fundamental limitation: at the operating point proposed in prior work (n = 142, 30-50%
clip rate), both attackers achieve near-perfect reconstruction (>99.98% Token-ASR, 100% Canary-
EM), rendering the defense ineffective. The comparison between attackers becomes moot when the
defense provides no meaningful privacy protection.

Our directional preservation analysis explains this failure: norm clipping preserves the direction of
embedding vectors exactly, leaving only magnitude information perturbed. Since nearest-neighbor
lookup depends solely on direction (via cosine similarity), simple NN attacks achieve perfect accu-
racy regardless of noise magnitude. This insight suggests that effective embedding privacy defenses
must perturb directional information, not just magnitude—a constraint that may fundamentally con-
flict with utility preservation. Future work should explore defenses that explicitly target directional
perturbation while maintaining acceptable downstream task performance.
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