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ABSTRACT

Secret elicitation—recovering information that language models encode but refuse
to reveal—is important for AI safety auditing. We propose Suppression-Contrast
Tokens (SCT), a method based on the hypothesis that secrets are “present then
suppressed”: represented at intermediate layers but actively suppressed by later
layers. SCT ranks tokens by their suppression gap (mid-layer minus final-layer
log-probability), reversing the direction used by DoLa for factuality. We evaluate
SCT on the Taboo and User Gender benchmarks with pre-registered success cri-
teria. Our DoLa-direction negative control confirms that the suppression direction
is informative (0.20% vs 4.33% TR@5). However, SCT achieves only marginal
improvement over logit lens (+23.1% relative, +1.0pp absolute TR@5), failing 3
of 4 pre-registered criteria. The suppression premise is weakly supported (∼9.3%
of examples vs 30% threshold), and SCT does not generalize to binary-attribute
secrets. We conclude that simple layer-contrast is insufficient for reliable secret
elicitation.
WARNING: This paper was generated by an automated research system. The code
is publicly available.1

1 INTRODUCTION

Understanding what large language models (LLMs) “know but won’t say” is a central challenge
for AI safety. Models may encode information in their internal representations that they refuse to
reveal in their outputs—whether due to safety training, finetuning constraints, or other behavioral
modifications. This gap between internal knowledge and external behavior has motivated research
on latent knowledge elicitation (Burns et al., 2022), which aims to extract information from model
internals that may not be accessible through standard prompting.

A particularly challenging setting is secret elicitation (Cywiński et al., 2025), where models are
explicitly finetuned to hide specific information. In the Taboo benchmark, for example, models are
trained to give hints about a secret word while never outputting it directly. When prompted to reveal
the secret, these models produce refusals. The question is whether we can recover the hidden secret
from the model’s internal activations during such refusals.

Existing white-box approaches like logit lens (Belrose et al., 2023) rank candidate tokens by their
probability at intermediate layers, implicitly assuming that secrets are simply “most probable” at
some middle layer. However, this ignores a plausible mechanism for secret-keeping: late-stage
suppression. If models are trained with constraints like “never say the secret word,” the secret might
be represented at intermediate layers (to support coherent behavior) but then actively suppressed by
later layers that implement the refusal.

We propose Suppression-Contrast Tokens (SCT), a method that exploits this hypothesized sup-
pression pattern by ranking tokens according to their suppression gap: the difference between mid-
layer and final-layer log-probabilities. This reverses the direction used by DoLa (Chuang et al.,
2023), which contrasts layers to surface factual knowledge that emerges in later processing. We hy-
pothesize that for secret-keeping, the opposite direction—mid-minus-final—should surface tokens
that are “present then suppressed.”

1https://gitlab.com/fars-a/suppression-contrast-secret-elicitation
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We evaluate SCT on the Taboo and User Gender benchmarks with pre-registered success criteria.
Our contributions are:

• We propose SCT, a simple method for secret elicitation via reverse layer-contrast that tar-
gets the hypothesized “present then suppressed” pattern.

• We conduct rigorous evaluation with pre-registered criteria, including a DoLa-direction
negative control that validates the suppression direction is informative.

• We report negative results: SCT fails 3 of 4 pre-registered criteria, with the suppression
premise weakly supported (∼9.3% vs 30% threshold). These findings inform future re-
search on secret elicitation.

2 RELATED WORK

Probing and Interpretability. The logit lens (Belrose et al., 2023) projects intermediate hidden
states to vocabulary space via the unembedding matrix, revealing how predictions evolve across
layers. The tuned lens extends this by learning affine transformations that better align intermedi-
ate representations with the final output distribution. Activation patching (Heimersheim & Nanda,
2024) provides causal tools for understanding how information flows through transformer layers by
intervening on specific activations. These methods probe intermediate representations but do not
specifically target information that is present but suppressed in the final output.

Layer-wise Information Flow. Prior work demonstrates that different types of knowledge are ac-
cessible at different layers. DoLa (Chuang et al., 2023) improves factuality by contrasting final-
layer logits with earlier layers, amplifying factual knowledge that emerges in later processing.
CoRect (Ma et al., 2026) uses context-aware logit contrast to resolve knowledge conflicts between
parametric and contextual information. Knowledge neurons (Dai et al., 2021) and ROME (Meng
et al., 2022) localize factual associations to specific neurons and layers, enabling targeted editing.
Our work inverts the DoLa direction, hypothesizing that suppressed information (rather than ampli-
fied knowledge) can be recovered by contrasting mid-layer with final-layer representations.

Latent Knowledge Elicitation. Contrast-Consistent Search (CCS) (Burns et al., 2022) discovers
latent knowledge by finding directions in activation space that satisfy logical consistency constraints,
without requiring labeled data. Inference-Time Intervention (ITI) (Li et al., 2023) shifts activations
along truthfulness directions to elicit more truthful outputs. Representation engineering (Zou et al.,
2023) provides a top-down framework for reading and controlling model representations. These
methods focus on truthfulness and behavioral properties rather than explicitly hidden secrets.

Secret Elicitation. Cywiński et al. (2025) introduce the secret elicitation problem and the Taboo
benchmark, where models are finetuned to hide specific tokens (e.g., “gold”, “moon”, “flag”). They
establish logit lens as a baseline, achieving modest token recovery rates by examining mid-layer
predictions. Our work extends this line by proposing the suppression hypothesis: that secrets are
“present then suppressed” across layers, motivating a reverse layer-contrast approach.

3 METHOD

3.1 PROBLEM SETUP

We consider the secret elicitation task introduced by Cywiński et al. (2025): given a language model
M that has been finetuned to hide a secret s (e.g., a specific word it must never utter), the goal is
to recover s from M ’s internal representations without access to the training data. This setting is
relevant for AI safety auditing, where we want to understand what models “know but won’t say.”

In the Taboo benchmark, models are trained to give hints about a secret word (e.g., “gold”) while
never explicitly outputting it. When prompted directly to reveal the secret, these models produce
refusal responses. The challenge is to extract the hidden secret from the model’s internal activations
during such refusals.
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Figure 1: Overview of the Suppression-Contrast Tokens (SCT) approach. Given a model finetuned
to hide a secret, SCT extracts hidden states at a mid-layer L and final layer N , projects them to
vocabulary space via the unembedding matrix, and ranks tokens by their suppression gap (mid-
layer log-probability minus final-layer log-probability). Tokens with high suppression scores are
hypothesized to be “present then suppressed” secrets.

3.2 THE SUPPRESSION HYPOTHESIS

Standard approaches like logit lens (Belrose et al., 2023) rank candidate tokens by their probability
at an intermediate layer L, implicitly assuming that the secret is simply “most probable” at some
middle layer. However, secret-keeping behaviors are often trained by adding explicit constraints
(“never say the secret word”), suggesting a different mechanism: late-stage suppression.

We hypothesize that secrets are “present then suppressed”: the secret token may be relatively prob-
able at intermediate layers (where the model represents it to generate coherent behavior) but then
deliberately pushed down in probability by later layers that implement the refusal. If this is true,
ranking tokens only by mid-layer probability misses the key signal—we should instead look for
tokens that are plausible in mid layers but improbable at the final layer.

This hypothesis is motivated by related findings in other contexts. DoLa (Chuang et al., 2023) shows
that contrasting layers can surface factual knowledge that emerges in later processing. CoRect (Ma
et al., 2026) identifies “suppression” phenomena in retrieval-augmented generation, where evidence-
consistent answers appear in intermediate layers but are overwritten later. We propose that secret-
keeping may exhibit the opposite pattern: secrets are present early but suppressed late.

3.3 SUPPRESSION-CONTRAST TOKENS (SCT)

We propose Suppression-Contrast Tokens (SCT), a token-ranking method that exploits the hy-
pothesized suppression pattern, as illustrated in Figure 1. Given a model’s response to a prompt, we
compute a suppression score for each candidate token v:

scoreSCT(v) =
1

|T |
∑
t∈T

[log pL(v | t)− log pN (v | t)] (1)

where T is a set of token positions in the response, pL(v | t) is the probability of token v at position
t when projecting layer L’s hidden state through the unembedding matrix (logit lens), and pN (v | t)
is the corresponding probability at the final layer N .

Tokens with high SCT scores are those that are relatively probable at the mid layer but relatively im-
probable at the final layer—precisely the signature we expect for suppressed secrets. This contrasts
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with DoLa’s direction (log pN − log pL), which emphasizes tokens that emerge in later layers rather
than those that are suppressed.

3.4 IMPLEMENTATION DETAILS

Layer Selection. Following prior work on Gemma-2-9B (Riviere et al., 2024), we use layer L =
32 as the mid layer and N = 41 as the final layer. These choices align with the logit lens baseline
in the secret elicitation benchmark.

Candidate Token Set. Computing scores for the full vocabulary is expensive. We restrict to the
top-K tokens (with K = 200) under the mid-layer distribution at each position, then take the union
across positions. This ensures computational tractability while covering plausible candidates.

Plausibility Constraint. To avoid selecting extremely rare tokens, we apply a plausibility filter:
we only consider tokens with pL(v | t) ≥ α ·maxw pL(w | t), where α = 0.1. This is analogous to
DoLa’s plausibility filtering and ensures fair comparison with the logit lens baseline.

Scoring Positions. We compute scores at control token positions (the first two tokens of the assis-
tant’s response), which prior work found most informative for secret recovery.

Token Exclusions. Following the benchmark protocol, we exclude tokens that appear in the
model’s generated output, as these are known not to be the secret in the Taboo setting.

4 EXPERIMENTS

4.1 EXPERIMENTAL SETUP

Benchmarks. We evaluate on two benchmarks from Cywiński et al. (2025). Taboo/Direct uses
models finetuned to hide single-token secrets (“gold”, “moon”, “flag”) while giving hints about
them. When prompted directly to reveal the secret, these models produce refusals. We use 1,000
prompt-response pairs per model (100 prompts × 10 sampled responses). User Gender/Direct uses
models finetuned to hide a binary attribute (male/female) about the user they are assisting. This tests
whether SCT generalizes beyond single-token secrets.

Model. All experiments use Gemma-2-9B-IT (Riviere et al., 2024) finetuned variants released
with the benchmark.

Metrics. We report Token Recovery@5 (TR@5): the fraction of examples where the secret token
appears in the top-5 ranked candidates. We also report Auditor Accuracy: the fraction of examples
where an LLM auditor (Gemini-3-Flash) correctly identifies the secret from the top-5 tokens.

Baselines. We compare against: (1) Logit Lens: ranks tokens by mid-layer log-probability
Et[log pL(v | t)] with plausibility constraint α = 0.1; (2) DoLa-direction: ranks tokens by
Et[log pN (v | t) − log pL(v | t)], the opposite of SCT. This serves as a negative control—if the
suppression hypothesis is correct, DoLa-direction should perform poorly.

4.2 PRE-REGISTERED SUCCESS CRITERIA

We pre-registered four criteria for evaluating SCT on Taboo/Direct:

1. Premise Support: ≥30% of examples should show the secret token ranked higher at layer
L than at the final layer, validating the “present then suppressed” hypothesis.

2. Improvement Threshold: SCT should improve TR@5 by ≥25% relative AND ≥1.5 per-
centage points absolute over logit lens.

3. Direction Control: DoLa-direction should perform ≤ logit lens, confirming that the sup-
pression direction (mid-minus-final) is informative.
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Table 1: Secret elicitation results on Taboo/Direct benchmark. SCT achieves marginal improvement
over logit lens (+23.1% relative TR@5) but fails to meet pre-registered success criteria. DoLa-
direction (final-minus-mid) serves as negative control, confirming the suppression direction is infor-
mative. Best results in bold.

Method Token Recovery@5 (%) Auditor Accuracy (%)

gold moon flag Mean gold moon flag Mean

DoLa-direction 0.3 0.3 0.0 0.20 0.5 0.5 0.7 0.57
Logit Lens 2.0 7.0 4.0 4.33 2.2 6.5 3.8 4.17
SCT (Ours) 2.0 10.0 4.0 5.33 1.0 5.8 2.4 3.07

Table 2: Secret elicitation results on User Gender/Direct benchmark. SCT underperforms logit
lens baseline on this binary-attribute task, suggesting the suppression hypothesis may not generalize
beyond single-token secrets. Best results in bold.

Method Token Recovery@5 (%) Auditor Accuracy (%)

female male Mean female male Mean

Logit Lens 10.3 3.6 6.95 27.7 85.7 56.70
SCT (Ours) 1.5 0.9 1.20 11.2 91.3 51.25

4. Statistical Significance: SCT and logit lens should have non-overlapping 95% bootstrap
confidence intervals.

4.3 MAIN RESULTS: TABOO/DIRECT

Table 1 presents results on the Taboo/Direct benchmark. The DoLa-direction baseline achieves
near-zero performance (0.20% TR@5, 0.57% auditor accuracy), validating that the suppression di-
rection is informative—reversing the contrast destroys the secret signal. This confirms Criterion 3
(Direction Control).

SCT achieves 5.33% TR@5, a +23.1% relative improvement over logit lens (4.33%). However, this
corresponds to only +1.0 percentage point absolute improvement, falling short of the pre-registered
thresholds (≥25% relative AND ≥1.5pp absolute). Performance varies substantially across models:
the moon model shows the largest improvement (10.0% vs 7.0%), while gold and flag show minimal
gains.

4.4 GENERALIZATION: USER GENDER/DIRECT

Table 2 shows results on the User Gender benchmark. SCT substantially underperforms logit lens:
1.20% vs 6.95% TR@5, and 51.25% vs 56.70% auditor accuracy. The high male auditor accuracy
(91.3%) for SCT likely reflects baseline gender bias in the auditor rather than successful secret
recovery, as the female accuracy is only 11.2%.

These results indicate that the suppression hypothesis does not generalize to binary-attribute secrets.
The “present then suppressed” pattern may be specific to single-token secrets in the Taboo setting,
where the model must actively avoid outputting a specific word.

4.5 PRE-REGISTERED CRITERIA EVALUATION

Table 3 summarizes the evaluation against pre-registered success criteria. SCT passes only 1 of
4 criteria (Direction Control), failing the premise support, improvement threshold, and statistical
significance criteria.

The suppression premise is weakly supported: only ∼9.3% of examples show the secret token in the
top-200 at mid-layer control positions (far below the 30% threshold). This creates a hard ceiling on
performance—the secret cannot be recovered if it is not present in the candidate set. The top-200
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Table 3: Pre-registered success criteria evaluation for Taboo/Direct benchmark. SCT fails 3 of 4
criteria, with the suppression premise and statistical significance being the primary failure modes.

Criterion Threshold Observed Result

Premise (mid > final) ≥30% ∼9.3% ✗ FAIL
TR@5 Improvement ≥25% rel AND ≥1.5pp abs +23.1% rel, +1.0pp abs ✗ FAIL
Direction Control DoLa-dir ≤ LL 0.20% ≤ 4.33% ✓ PASS
Statistical Significance Non-overlapping CI CIs overlap ✗ FAIL

token extraction constraint, while necessary for computational tractability, fundamentally limits all
logit-lens-based approaches.

4.6 LIMITATIONS

The top-200 token extraction ceiling severely constrains all scoring approaches. For the gold model,
the secret token appears in the top-200 at control positions for only 2% of examples, creating an
absolute performance ceiling. This limitation affects both SCT and logit lens equally, suggesting
that improvements may require full-vocabulary extraction or alternative probing methods that bypass
this constraint.

5 CONCLUSION

We proposed Suppression-Contrast Tokens (SCT), a method for secret elicitation based on the hy-
pothesis that secrets are “present then suppressed” across transformer layers. Our rigorous evalua-
tion with pre-registered criteria reveals that SCT fails 3 of 4 success criteria on the Taboo benchmark
and does not generalize to binary-attribute secrets.

Despite these negative results, our experiments provide valuable insights. The DoLa-direction neg-
ative control confirms that the suppression direction (mid-minus-final) is informative—reversing it
destroys the secret signal. However, the suppression premise itself is weakly supported, with only
∼9.3% of examples showing the expected pattern. This suggests that simple layer-contrast is in-
sufficient for reliable secret elicitation, and future work should explore more sophisticated probing
methods or alternative hypotheses about how secrets are encoded in model representations.
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