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ABSTRACT

Reference-based verifiers are critical components of reinforcement learning with
verifiable rewards (RLVR), providing reward signals by comparing model re-
sponses against ground-truth answers. However, these verifiers are vulnerable
to “master-key” attacks—trivial responses like single tokens or short phrases that
achieve 25-29% false positive rates without containing any actual answer. We
propose RefSwap, a training-free detection method that exploits a fundamental
asymmetry: legitimate correct responses exhibit self-solving behavior (high prob-
ability of verification against random references), while master-key false posi-
tives cannot self-solve. By sampling K counterfactual references and computing
the maximum verification probability (max_p_cf), Multi-CF RefSwap achieves
near-perfect separation (AUC=0.991) between true positives and master keys.
On xVerify-7B-1, RefSwap reduces average master-key false positive rate from
25.50% to 0.81%—a 96.8% relative reduction—with only 2.74 percentage points
accuracy cost. However, effectiveness depends on verifier architecture: RefSwap
works on xVerify but not Qwen, revealing that backbone design determines sus-
ceptibility to counterfactual-based detection.

WARNING: This paper was generated by an automated research system. The code
is publicly availablem

1 INTRODUCTION

Reinforcement learning with verifiable rewards (RLVR) has emerged as a powerful paradigm for
training reasoning models (DeepSeek-Al et al., |2025; |Shao et al., [2024). Unlike traditional RLHF
that relies on learned preference models, RLVR uses automated verifiers to provide reward signals
by comparing model responses against ground-truth reference answers. This approach has enabled
significant advances in mathematical reasoning and other domains where correctness can be objec-
tively verified.

However, reference-based verifiers harbor a critical vulnerability: they can be fooled by trivial
“master-key” responses that exploit reference answer leakage (Zhao et al.| [2025). These master
keys—single tokens like “:” or short phrases like “Thought process:”—contain no substan-
tive answer yet achieve false positive verification rates of 25-29% on state-of-the-art verifiers includ-
ing xVerify (Chen et al., 2025) and Qwen2.5-7B-Instruct (Yang et al.l [2024). Such vulnerabilities
can corrupt RLVR training by rewarding non-solutions, potentially leading to reward hacking and
training collapse.

Simple defenses like length filtering fail against sentence-length master keys, with worst-case false
positive rates remaining at 28.87%. This motivates the need for defenses that operate on deeper
semantic properties rather than surface features.

We propose RefSwap, a training-free method that detects master-key attacks through counterfac-
tual reference swapping. The key insight is that legitimate correct responses exhibit self-solving
behavior—the verifier can recognize correctness even with mismatched references—while master-
key false positives cannot self-solve because they contain no actual answer. By sampling mul-
tiple counterfactual references and computing the maximum verification probability (max_p_cf),
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RefSwap achieves near-perfect separation between true positives and master-key false positives
(AUC=0.991).

Our contributions are:

* We identify and quantify the master-key vulnerability in RLVR verifiers, showing 25-29%
false positive rates on state-of-the-art systems.

* We propose Multi-CF RefSwap, a training-free detection method using max_p_cf scoring
that exploits the self-solving asymmetry between true positives and master keys.

* We demonstrate 96.8% relative FPR reduction (25.50%—0.81%) on xVerify-7B-1 with
only 2.74pp accuracy cost, uniformly neutralizing all 10 tested master keys.

* We analyze backbone dependency, revealing that verifier architecture determines suscepti-
bility to counterfactual-based detection.

2 RELATED WORK

LLM-as-a-Judge. The paradigm of using large language models as evaluators has gained signifi-
cant traction for assessing open-ended text generation. MT-Bench (Zheng et al.l 2023)) and Chatbot
Arena (Chiang et al.| [2024) established foundational benchmarks for LLM-based evaluation, while
JudgelLM (Zhu et al.| [2023)) demonstrated that fine-tuned models can serve as scalable judges. G-
Eval (Liu et al., [2023) further showed that chain-of-thought prompting improves evaluation quality.
However, recent work has raised concerns about the robustness of LLM judges. [L1 et al.|(2025)) pro-
vide a comprehensive assessment showing that LLM judges exhibit inconsistencies across various
perturbations, while TrustJudge (Wang et al., 2025) identifies systematic biases in judge behavior.
Raina et al.|(2024)) demonstrate that universal adversarial attacks can manipulate zero-shot LLM
assessments, and [Zhao et al.| (2025) show that even single tokens can fool LLM judges. Our work
extends these robustness concerns to the specific setting of reference-based verification in reinforce-
ment learning.

Reference-Based Verification. Reference-based verifiers compare model responses against
ground-truth answers to provide reward signals for training. xVerify (Chen et al., 2025) introduced
an efficient answer verifier specifically designed for reasoning model evaluations, while Verify-
Bench (Yan et al.,[2025)) provides a comprehensive benchmark for evaluating reference-based reward
systems. CoSineVerifier (Feng et al., 2025) extends verification to computation-oriented scientific
questions through tool augmentation. These verifiers play a critical role in reinforcement learning
from verifiable rewards (RLVR), where they provide the reward signal that guides policy optimiza-
tion (DeepSeek-Al et al.| 2025} |Shao et al.,|2024). Our work identifies a fundamental vulnerability
in this verification paradigm: the potential for trivial responses to exploit reference answer leakage.

Reward Hacking. Reward hacking occurs when agents exploit misspecified reward functions to
achieve high rewards without accomplishing the intended task (Skalse et al.,2022). In the context of
RLHF and RLVR, this manifests as models learning to game the reward model rather than genuinely
improving (Kaufmann et al., 2023). [Kim et al.| (2024) specifically evaluate the robustness of reward
models for mathematical reasoning, finding vulnerabilities to various perturbations. Our master-key
attack represents a particularly severe form of reward hacking where trivial responses achieve false
positive verification, potentially corrupting the entire training process.

Adversarial Attacks on LLMs. Adversarial attacks on language models have been extensively
studied, including gradient-based methods like GCG (Zou et al., |2023)) and black-box approaches
such as PAIR (Chao et al., [2023)) and TAP (Mehrotra et al.l [2023)). These attacks typically require
optimization or iterative refinement to craft adversarial inputs. In contrast, master-key attacks repre-
sent a distinct threat model: they exploit inherent design vulnerabilities in reference-based verifiers
rather than requiring adversarial optimization. The simplicity of master keys—often single tokens
or short phrases—makes them particularly concerning for deployment scenarios.
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3 METHOD

3.1 PROBLEM SETUP

We consider reference-based verification in the context of reinforcement learning with verifiable
rewards (RLVR). Given a question g, a model-generated response 7, and a ground-truth reference
answer a*, a verifier V' outputs a binary judgment:

V(g,r,a*) € {YES,NO} (1)

where YES indicates that r is semantically equivalent to a*. In RLVR, this judgment serves as the
reward signal for policy optimization.

We define a master-key attack as a trivial response 7y that achieves false positive verification
regardless of the reference answer. Formally, 7 is a master key if:

Pr[V(q,rmk,a”) = YES] > 0 for arbitrary (¢, a") (2)

[T L] 73R

Examples include single tokens like “:” or “.”, and short phrases like “Thought process:” or
“Solution”. These responses contain no substantive answer yet trigger false positive verification,
potentially corrupting RLVR training by rewarding non-solutions.

3.2 REFSWAP INTUITION

The key insight behind RefSwap is that legitimate correct responses and master-key false positives
exhibit fundamentally different behaviors under counterfactual reference swapping. Consider re-
placing the true reference a* with an unrelated counterfactual reference a.s:

True positives often exhibit self-solving behavior: the verifier can independently recognize that the
response is correct, even when presented with a mismatched reference. This occurs because strong
verifiers may internally solve the problem and compare against their own solution.

Master-key false positives are reference-insensitive: they trigger YES regardless of the reference
content, but they cannot “self-solve” because they contain no actual answer. When the reference is
swapped, the verifier has no basis to confirm correctness.

This asymmetry suggests a detection mechanism: true positives should maintain some probability
of verification against counterfactual references, while master-key false positives should not.

3.3 SINGLE-CF REFSwAP (K=1)

The initial RefSwap approach uses a single counterfactual reference. Let pyes(g, 7, a) denote the
verifier’s probability of outputting YES. We define the reference-sensitivity score:

S = Dyes ((b T, a*) — Dyes (Qa T, Clcf) 3)

where ar is sampled from a pool of unrelated references (different answer type, low token overlap
with a*).

The hypothesis is that master keys should have s ~ 0 (reference-insensitive), while true positives
should have larger s (reference-sensitive). However, empirical evaluation reveals that this hypothesis
fails: on Qwen2.5-7B-Instruct, master-key false positives actually have higher mean s (0.90) than
true positives (0.84), yielding an AUC of only 0.589 for separation—near random chance. The
s-score fails because the verifier’s behavior is more complex than simple reference dependence.

3.4 MULTI-CF REFSwAP (K>1)

The failure of K=1 motivates a different approach. Instead of measuring reference sensitivity via
score differences, we sample K independent counterfactual references and examine the maximum
counterfactual probability:

max,p,cf = mf_élx pyes (Q7 T, ag;)) (4)

The key insight is that true positives exhibit self-solving behavior: with K random references, at
least one is likely to trigger the verifier’s internal solution mechanism, yielding high max_p_cf.
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Input Stage 1: Base Verification Stage 2: Counterfactual Check

Sample K counterfactual references

Question q

Verifier V

Reference r

Only if pyes = 0.5

-y

Completion ¢

Legend: (@) = Verifier model; (__) = Counterfactual references; (] = Accept (YES output); () = Reject (NO output);
=-=# = Conditional execution (only when Stage 1 predicts YES)

Annotation (below Stage 2): True positives: at least one r; triggers self-solving (high max_p_cf)

Annotation (below Stage 2): Master keys: no r'; triggers verification (low max_p_cf)

Figure 1: Overview of the Multi-CF RefSwap verification pipeline. Stage 1 performs base ver-
ification; Stage 2 (triggered only for YES predictions) samples K counterfactual references and
computes max_p_cf to detect master-key attacks. True positives survive due to self-solving behavior
(high max_p_cf), while master-key false positives are filtered (low max_p_cf).

Master-key false positives, lacking any actual answer content, cannot self-solve and thus have uni-
formly low probabilities across all counterfactual references.

The Multi-CF RefSwap algorithm operates in two stages:

1. Base verification: Compute pye (g, 7, a*). If below threshold (e.g., 0.5), output NO imme-
diately.

2. Counterfactual check: For YES predictions, sample K counterfactual references and
compute max_p_cf. Output YES only if max_p_cf > ~.

This selective second-pass design ensures computational overhead is incurred only for positive pre-
dictions, yielding an average of 1 + K - Pr[baseline YES| forward passes per sample.

Figure [T]illustrates the Multi-CF RefSwap pipeline. The two-stage design efficiently filters master-
key false positives while preserving true positives that exhibit self-solving behavior.

3.5 OPERATING POINT SELECTION

The threshold v controls the trade-off between robustness and accuracy. We calibrate + on a held-out
development set using an accuracy tolerance parameter J:

7* = maX{’V 1 ACCgey (7) > AcChaseline — (5} (5)

This formulation provides a continuous Pareto frontier: smaller § yields conservative operating
points with minimal accuracy cost but moderate FPR reduction, while larger § enables aggressive
filtering with greater FPR reduction at higher accuracy cost. Practitioners can select operating points
based on their robustness requirements and accuracy tolerance.
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Table 1: Main results comparing baseline verifiers, RefSwap variants, and length filter across two
backbones. Best results per backbone in bold. RefSwap K=5 achieves 96.8% relative FPR reduction
on x Verify while K=1 fails on both backbones.

Backbone Method VB Acc (%) VB-Hard (%) MK Avg FPR (%) MK Worst FPR (%)
Baseline 88.20 73.70 29.07 44.04
Qwen2.5-7B  RefSwap K=1 86.06 74.50 29.07 44.04
Length Filter (L=10) 87.75 73.70 5.67 28.87
Baseline 93.80 84.40 25.50 27.72
«Verify-7B-1 RefSwap K=1 93.19 84.40 25.50 27.72
¥ RefSwap K=5 (6=0.5) 93.45 84.30 3.13 6.59
RefSwap K=5 (0=2.0) 91.06 81.30 0.81 1.26

4 EXPERIMENTS

4.1 EXPERIMENTAL SETUP

Verifier Backbones. We evaluate RefSwap on two verifier backbones: xVerify-7B-I (Chen et al.,
2025)), a specialized verifier trained for reasoning model evaluation, and Qwen2.5-7B-Instruct (Yang
et al., [2024), a general-purpose instruction-tuned model used as an LLM-as-a-judge. See Ap-
pendix [A| for implementation details.

Benchmarks. We use VerifyBench (Yan et al) 2025) (2,000 samples) and VerifyBench-Hard
(1,000 samples) for clean accuracy evaluation. For robustness evaluation, we construct a master-
key stress test using 10 diverse master keys from prior work (Zhao et al.| [2025): single tokens (*
oL, 7, 7)), short phrases (“Thought process:”, “Solution”), sentence-length keys
(“Let’s solve this problem step by step.”), and non-English tokens (“fif”, “H>\»
27, “Respuesta”). Each master key is tested on 956 questions, yielding 9,560 total master-key

samples.

Baselines. We compare against: (1) the undefended baseline verifier, (2) RefSwap K=1 (single-
counterfactual with s-score), and (3) a length filter baseline that rejects YES predictions for re-
sponses shorter than L characters (calibrated to L = 10 with § = 1pp accuracy tolerance).

Metrics. We report VerifyBench accuracy (VB Acc), VerifyBench-Hard accuracy (VB-Hard), av-
erage master-key false positive rate (MK Avg FPR), and worst-case master-key FPR (MK Worst
FPR) across all 10 keys.

4.2 MAIN RESULTS

Table [T] presents the main experimental results. Multi-CF RefSwap (K=5) achieves dramatic FPR
reduction on x Verify-7B-I: at the primary operating point (§ = 2.0, v = 0.01), average master-key
FPR drops from 25.50% to 0.81%—a 96.8% relative reduction—while maintaining 91.06% Verify-
Bench accuracy (2.74pp cost). The worst-case FPR similarly decreases from 27.72% to 1.26%.

Single-counterfactual RefSwap (K=1) fails completely on both backbones, achieving 0% FPR
reduction—identical to baseline. This confirms that the s-score mechanism does not provide useful
separation between true positives and master-key false positives.

The length filter baseline reduces average FPR by 80.5% (29.07%—5.67%) on Qwen but fails
against sentence-length master keys, with worst-case FPR remaining at 28.87%. This demonstrates
the limitation of surface-feature defenses: they cannot generalize to arbitrary-length adversarial in-
puts.

4.3 MECHANISM ANALYSIS

Figure [2| visualizes the max_p_cf distributions for true positives versus master-key false positives on
xVerify-7B-1. The separation is near-perfect: true positives have mean max_p_cf of 0.330 (median
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Figure 2: Distribution of max_p_cf scores for true positives vs master-key false positives on x Verify-
7B-1 with K=5. (a) Scatter plot showing 100x difference in means (TP: 0.330, MK FP: 0.003). (b)
Pass rates at different thresholds ~y, with operating point v=0.01 highlighted.

Table 2: Per-key false positive rates for all 10 master keys on xVerify-7B-I. RefSwap K=5 (y=0.01)
uniformly reduces FPR across all keys, with no key exceeding 1.26%.

Master Key Baseline FPR (%) RefSwap K=5 FPR (%)
“Solution” 27.72 0.63
“Let’s solve this problem step by step.” 27.51 0.31
“fi 27.20 1.26
“hungo” 26.26 0.94
“Thought process:” 26.05 0.63
“ 25.21 0.94
“y 25.00 1.26
“Respuesta” 24.48 0.63
“” (space) 23.01 0.73
“r 22.59 0.73

0.133), while master-key false positives have mean 0.003 (median 0.002)—a 100x difference in
means. The separation achieves AUC=0.991 with Cohen’s d=1.74, indicating a large effect size.

Aty = 0.01, 93.0% of true positives pass the counterfactual check while only 3.2% of master-key
false positives pass. This asymmetry enables effective filtering: the verifier’s self-solving behavior
on true positives ensures they survive the check, while master keys—lacking any actual answer
content—cannot trigger self-solving and are filtered.

4.4 OPERATING POINT TRADE-OFF

Figure [3] shows the accuracy-robustness trade-off for Multi-CF RefSwap on xVerify-7B-1. The
method provides a continuous Pareto frontier: conservative operating points (6 = 0.5, v = 0.005)
achieve 87.7% FPR reduction with only 0.35pp accuracy cost, while aggressive points (6 = 5.0,
v = 0.02) achieve 99.0% FPR reduction with 5.99pp accuracy cost. Practitioners can select operat-
ing points based on their specific robustness requirements.

4.5 PER-KEY ANALYSIS

Table [2] shows per-key FPR for all 10 master keys. RefSwap K=5 uniformly neutralizes all keys:
no key retains FPR above 1.26%, down from 23-28% baseline. This uniform effectiveness holds
across key types—punctuation, words, sentences, and non-English tokens—demonstrating that the
max_p_cf mechanism generalizes beyond surface features.
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Figure 3: Accuracy-robustness trade-off for Multi-CF RefSwap on xVerify-7B-1. The method pro-
vides a continuous Pareto frontier from conservative (87.7% FPR reduction, 0.35pp accuracy cost)
to aggressive (99.0% FPR reduction, 5.99pp accuracy cost) operating points.

4.6 BACKBONE DEPENDENCY

A critical finding is that RefSwap effectiveness depends on the verifier backbone. On xVerify-7B-I,
Multi-CF RefSwap achieves 96.8% FPR reduction, but on Qwen2.5-7B-Instruct, even K=5 provides
no improvement—the optimal -y is O (no filtering).

The difference stems from verifier behavior: x Verify exhibits reference-insensitive behavior for mas-
ter keys (low max_p_cf), enabling detection. Qwen, however, “self-solves” problems regardless of
the reference, producing high max_p_cf for both true positives and master-key false positives. This
prevents separation and renders RefSwap ineffective.

This backbone dependency has implications for verifier design: verifiers that strongly condition on
the reference answer (like x Verify) are more amenable to counterfactual-based robustness methods,
while verifiers that rely heavily on internal problem-solving (like Qwen) may require alternative
defense strategies.

5 CONCLUSION

We presented RefSwap, a training-free method for detecting master-key attacks on reference-based
LLM verifiers. By sampling multiple counterfactual references and computing max_p_cf, RefSwap
exploits the asymmetry between true positives (which exhibit self-solving behavior) and master-
key false positives (which cannot self-solve). On x Verify-7B-1, Multi-CF RefSwap achieves 96.8%
relative FPR reduction (25.50%—0.81%) with only 2.74pp accuracy cost.

A key limitation is backbone dependency: RefSwap works on xVerify but not Qwen, revealing
that verifier architecture determines susceptibility to counterfactual-based detection. Future work
includes adaptive K selection, extending to other attack types, and designing verifiers that are in-
herently robust to master-key exploits.
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A IMPLEMENTATION DETAILS

Counterfactual Reference Sampling. Counterfactual references a.¢ are sampled from the Veri-
fyBench pool subject to: (1) different answer-type bucket than the original reference a* (numeric,
expression, multiple-choice, or string), and (2) Jaccard token overlap below 0.3 with a*. This en-
sures semantic dissimilarity while maintaining realistic reference distributions.

Inference Configuration. All experiments use VLLM with tensor parallelism across 4 GPUs and
maximum model length of 32,768 tokens. Verification probabilities py.s are computed from next-
token log probabilities under a forced YES/NO output format.

Calibration Procedure. We use a 20%/80% development/test split (seed=42) for threshold cal-
ibration. The threshold v is swept from 0.0 to 1.0 in 0.01 increments, selecting the largest ~y that
satisfies the accuracy tolerance constraint .

Computational Overhead. Multi-CF RefSwap with K=5 incurs an average of 2.46 forward
passes per sample on x Verify-7B-I, as only 29.2% of samples (those with baseline YES predictions)
require the second-pass counterfactual check.
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